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Summary

CVE CVE-2020-24051

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-21 15:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description The Moog EXO Series EXVF5C-2 and EXVP7C2-3 units support the ONVIF interoperability IP-based physical security protocol, which requires authentication for some of its operations. It was found that the authentication check for those ONVIF operations can be bypassed. An attacker can abuse this issue to execute privileged operations without authentication, for instance, to create a new Administrator user.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Moog Exvf5c-2 - All All All

Hardware Moog Exvf5c-2 - All All All

Operating System Moog Exvf5c-2 Firmware - All All All

Operating System Moog Exvf5c-2 Firmware - All All All

Hardware Moog Exvp7c2-3 - All All All

Hardware Moog Exvp7c2-3 - All All All

Operating System Moog Exvp7c2-3 Firmware - All All All

Operating System Moog Exvp7c2-3 Firmware - All All All

References

Reference Source Link Tags

Moog EXO Series Multiple Vulnerabilities | IOActive MISC ioactive.com Third Party Advisory

ioac.tv/3hy1xu6 MISC ioac.tv Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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