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Summary

CVE CVE-2020-24368

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-19 15:15:00 UTC

Updated 2022-12-13 15:54:00 UTC

Description Icinga Icinga Web2 2.0.0 through 2.6.4, 2.7.4 and 2.8.2 has a Directory Traversal vulnerability which allows an attacker to access arbitrary files that are readable by the process running Icinga Web 2. This issue is fixed in Icinga Web 2 in v2.6.4, v2.7.4 and v2.8.2.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 10 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Icinga Icinga Web 2 All All All All

Application Icinga Icinga Web 2 All All All All

Operating System Suse Linux Enterprise 12.0 All All All

Application Suse Package Hub - All All All

References

Reference Source Link Tags

[security-announce] openSUSE-SU-2020:1674-1: important: Security update SUSE lists.opensuse.org

Icinga Web 2: Multiple Vulnerabilities (GLSA 202208-05) — Gentoo security GENTOO security.gentoo.org

icingaweb2/CHANGELOG.md at master · Icinga/icingaweb2 · GitHub MISC github.com Release Notes, Third Party Advisory

Icinga » Blog » Icinga Web Security Release: v2.6.4, v2.7.4 and v2.8.2 CONFIRM icinga.com Vendor Advisory

Possible path traversal when serving static image files · Issue #4226 · Icinga/icingaweb2 · GitHub MISC github.com Exploit, Issue Tracking, Third Party Advisory

Debian -- Security Information -- DSA-4747-1 icingaweb2 DEBIAN www.debian.org Third Party Advisory
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[SECURITY] [DLA 2343-1] icingaweb2 security update MLIST lists.debian.org Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

500998 Alpine Linux Security Update for icingaweb2

690491 Free Berkeley Software Distribution (FreeBSD) Security Update for icinga web 2 (f60561e7-e23e-11ea-be64-507b9d01076a)

710576 Gentoo Linux Icinga Web 2 Multiple Vulnerabilities (GLSA 202208-05)
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