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homee Brain Cube v2 (2.28.2 and 2.28.4) devices have sensitive SSH keys within downloadable and unencrypted firmware

| 1|

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Hom.ee Brain Cube - All All All
Operating System Hom.ee Brain Cube Core 2.28.2 All All All
Operating System Hom.ee Brain Cube Core 2.28.4 All All All

References

Reference

CVE Program record

NVD vulnerability detail

CWE - CWE-522: Insufficiently Protected Credentials (4.3)

Pentest Blog — Aktuelle Themen rund um die SySS und ihre Arbeit

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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