=

CVE-2020-2461

MITRE NVD

CVE.ORG JSON API Print: PDF 1)

CVE CVE-2020-24614
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-25 14:15:00 UTC
Updated 2023-11-07 03:20:00 UTC
Description Fossil before 2.10.2, 2.11.x before 2.11.2, and 2.12.x before 2.12.1 allows remote authenticated users to execute arbitrary «
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Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
Application Fossil-scm Fossil All All All All
Application Fossil-scm Fossil All All All All
Application Opensuse Backports Sle 15.0 sp1 All All
Application Opensuse Backports Sle 15.0 sp2 All All
Operating System Opensuse Leap 15.1 All All All
Operating System Opensuse Leap 15.2 All All All

References

Reference

Fossil: Multiple vulnerabilities (GLSA 202011-04) — Gentoo security

oss-security - Fossil-SCM patch fixes RCE in all historic versions

[security-announce] openSUSE-SU-2020:1478-1: important: Security update

[SECURITY] Fedora 33 Update: fossil-2.12.1-1.fc33 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: fossil-2.12.1-1.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 33 Update: fossil-2.12.1-1.fc33 - package-announce - Fedora Mailing-Lists
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https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/GVZK4K7SFBQRCGCHS76HW2LTSEH2KSUM/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ARYF4YMYXCANXUDS3B3CA4JGUZNUJOJA/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/GVZK4K7SFBQRCGCHS76HW2LTSEH2KSUM/

[SECURITY] Fedora 32 Update: fossil-2.12.1-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Fossil Forum: Fossil version 2.12.1 - update recommended MISC fossil-scm.org Vendc
Fossil: Changes On Branch sec2020-2.12-patch CONFIRM fossil-scm.org Third
oss-security - Re: Fossil-SCM patch fixes RCE in all historic versions MLIST www.openwall.com Third
CVE Program record CVE.ORG www.cve.org canon
NVD vulnerability detail NVD nvd.nist.gov canon
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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