
CVE-2020-24703
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2020-24703

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-27 16:15:00 UTC

Updated 2024-01-11 03:15:00 UTC

Description An issue was discovered in certain WSO2 products. A valid Carbon Management Console session cookie may be sent to an attacker-controlled server if the victim submits a crafted Try It request, aka Session Hijacking. This affects API Manager 2.2.0, API Manager Analytics 2.2.0, API Microgateway 2.2.0, Data Analytics Server 3.2.0, Enterprise Integrator through 6.6.0, IS as Key Manager 5.5.0, Identity Server 5.5.0 and 5.8.0, Identity Server Analytics 5.5.0, and IoT Server 3.3.0 and 3.3.1.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wso2 Api Manager 2.2.0 All All All

Application Wso2 Api Manager 2.2.0 All All All

Application Wso2 Api Manager Analytics 2.2.0 All All All

Application Wso2 Api Manager Analytics 2.2.0 All All All

Application Wso2 Api Microgateway 2.2.0 All All All

Application Wso2 Api Microgateway 2.2.0 All All All

Application Wso2 Data Analytics Server 3.2.0 All All All

Application Wso2 Data Analytics Server 3.2.0 All All All

Application Wso2 Enterprise Integrator All All All All

Application Wso2 Identity Server 5.5.0 All All All

Application Wso2 Identity Server 5.8.0 All All All

Application Wso2 Identity Server 5.5.0 All All All

Application Wso2 Identity Server 5.8.0 All All All

Application Wso2 Identity Server Analytics 5.5.0 All All All

Application Wso2 Identity Server Analytics 5.5.0 All All All

Application Wso2 Identity Server As Key Manager 5.5.0 All All All

Application Wso2 Identity Server As Key Manager 5.5.0 All All All
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Application Wso2 Identity Server As Key Manager 5.5.0 All All All

Application Wso2 Iot Server 3.3.0 All All All

Application Wso2 Iot Server 3.3.1 All All All

Application Wso2 Iot Server 3.3.0 All All All

Application Wso2 Iot Server 3.3.1 All All All

References

Reference Source Link Tags

Security Advisory WSO2-2020-0687 - WSO2 Platform Security - WSO2 Documentation MISC docs.wso2.com Vendor Advisory

Security Advisory WSO2-2020-0687 security.docs.wso2.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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