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Summary

CVE CVE-2020-24899

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-15 18:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description Nagios XI 5.7.2 is affected by a remote code execution (RCE) vulnerability. An authenticated user can inject additional commands into normal webapp query.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nagios Nagios Xi 5.7.2 All All All

Application Nagios Nagios Xi 5.7.2 All All All

References

Reference Source Link Tags

code16: Postauth RCE in Nagios 5.7.2 MISC code610.blogspot.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501607 Alpine Linux Security Update for libraw

502878 Alpine Linux Security Update for libraw

505758 Alpine Linux Security Update for libraw
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