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Summary

CVE CVE-2020-2499

State PUBLIC

Assigner security@qnap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-24 02:15:00 UTC

Updated 2020-12-28 15:39:00 UTC

Description A hard-coded password vulnerability has been reported to affect earlier versions of QES. If exploited, this vulnerability could allow attackers to log in with a hard-coded password. QNAP has already fixed the issue in QES 2.1.1 Build 20200515 and later.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qnap Qes All All All All

Application Qnap Qes 2.1.1 - All All

Application Qnap Qes 2.1.1 build_20200211 All All

Application Qnap Qes 2.1.1 build_20200303 All All

Application Qnap Qes 2.1.1 build_20200319 All All

Application Qnap Qes 2.1.1 build_20200424 All All

Application Qnap Qes All All All All

Application Qnap Qes 2.1.1 - All All

Application Qnap Qes 2.1.1 build_20200211 All All

Application Qnap Qes 2.1.1 build_20200303 All All

Application Qnap Qes 2.1.1 build_20200319 All All

Application Qnap Qes 2.1.1 build_20200424 All All
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Vendor Comments And Credit

Discovery Credit

LEGACY: Lodestone Security

There are currently no legacy QID mappings associated with this CVE.
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