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CVE CVE-2020-25105
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-03 15:15:00 UTC
Updated 2020-09-10 18:46:00 UTC
Description eramba c2.8.1 and Enterprise before €2.19.3 has a weak password recovery token (createHash has only a million possibilit
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Risk And Classification

Problem Types: CWE-640

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Eramba Eramba 2.19.3 All All All

Application Eramba Eramba 2.8.1 All All All

Application Eramba Eramba 2.19.3 All All All

Application Eramba Eramba 2.8.1 All All All

Reference Source Lin
Bug - Security Vulnerabilities (not serious) - General - eramba MISC dist
005_eramba/eramba_weak_password_reset.md - master - GitLab.com / GitLab Security Department / disclosures - GitLab ~ MISC gitli
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvc
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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