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Summary

CVE CVE-2020-25173

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-26 18:15:00 UTC

Updated 2021-02-01 19:16:00 UTC

Description An attacker with local network access can obtain a fixed cryptography key which may allow for further compromise of Reolink P2P cameras outside of local network access

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Reolink Rlc-410 - All All All

Hardware Reolink Rlc-410 - All All All

Operating System Reolink Rlc-410 Firmware - All All All

Operating System Reolink Rlc-410 Firmware - All All All

Hardware Reolink Rlc-422 - All All All

Hardware Reolink Rlc-422 - All All All

Operating System Reolink Rlc-422 Firmware - All All All

Operating System Reolink Rlc-422 Firmware - All All All

Hardware Reolink Rlc-423 - All All All

Hardware Reolink Rlc-423 - All All All

Hardware Reolink Rlc-423s - All All All

Hardware Reolink Rlc-423s - All All All

Operating System Reolink Rlc-423s Firmware - All All All

Operating System Reolink Rlc-423s Firmware - All All All

Operating System Reolink Rlc-423 Firmware - All All All

Operating System Reolink Rlc-423 Firmware - All All All

Hardware Reolink Rlc-510a - All All All

https://cve.report/
https://cve.report/CVE-2020-25173/mitre
https://cve.report/CVE-2020-25173/nist
https://cve.report/CVE-2020-25173/cve_org
https://cve.report/CVE-2020-25173.pdf
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-410
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-410
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-410_firmware
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-410_firmware
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-422
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-422
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-422_firmware
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-422_firmware
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-423
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-423
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-423s
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-423s
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-423s_firmware
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-423s_firmware
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-423_firmware
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-423_firmware
http://cve.report/vendor/reolink
http://cve.report/software/reolink/rlc-510a


Hardware Reolink Rlc-510a - All All All

Hardware Reolink Rlc-510a - All All All

Operating System Reolink Rlc-510a Firmware - All All All

Operating System Reolink Rlc-510a Firmware - All All All

Hardware Reolink Rlc-520a - All All All

Hardware Reolink Rlc-520a - All All All

Operating System Reolink Rlc-520a Firmware - All All All

Operating System Reolink Rlc-520a Firmware - All All All

Hardware Reolink Rln8-410 - All All All

Hardware Reolink Rln8-410 - All All All

Operating System Reolink Rln8-410 Firmware - All All All

Operating System Reolink Rln8-410 Firmware - All All All

References

Reference Source Link Tags

Reolink P2P Cameras | CISA MISC us-cert.cisa.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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591062 Reolink P2P Cameras Multiple Vulnerabilities (icsa-21-019-02)
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