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Summary

CVE CVE-2020-25179

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-14 17:15:00 UTC

Updated 2021-09-23 13:17:00 UTC

Description GE Healthcare Imaging and Ultrasound Products may allow specific credentials to be exposed during transport over the network.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Gehealthcare 1.5t Brivo Mr355 - All All All

Hardware Gehealthcare 1.5t Brivo Mr355 - All All All

Operating System Gehealthcare 1.5t Brivo Mr355 Firmware - All All All

Operating System Gehealthcare 1.5t Brivo Mr355 Firmware - All All All

Hardware Gehealthcare 3.0t Signa Hdxt - All All All

Hardware Gehealthcare 3.0t Signa Hdxt - All All All

Operating System Gehealthcare 3.0t Signa Hdxt Firmware - All All All

Operating System Gehealthcare 3.0t Signa Hdxt Firmware - All All All

Hardware Gehealthcare 3.0t Signa Hd 16 - All All All

Hardware Gehealthcare 3.0t Signa Hd 16 - All All All

Operating System Gehealthcare 3.0t Signa Hd 16 Firmware - All All All

Operating System Gehealthcare 3.0t Signa Hd 16 Firmware - All All All

Hardware Gehealthcare 3.0t Signa Hd 23 - All All All

Hardware Gehealthcare 3.0t Signa Hd 23 - All All All

Operating System Gehealthcare 3.0t Signa Hd 23 Firmware - All All All

Operating System Gehealthcare 3.0t Signa Hd 23 Firmware - All All All

Hardware Gehealthcare Amx 700 - All All All
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Hardware Gehealthcare Amx 700 - All All All

Hardware Gehealthcare Amx 700 - All All All

Operating System Gehealthcare Amx 700 Firmware - All All All

Operating System Gehealthcare Amx 700 Firmware - All All All

Hardware Gehealthcare Brightspeed Edge - All All All

Hardware Gehealthcare Brightspeed Edge - All All All

Operating System Gehealthcare Brightspeed Edge Firmware - All All All

Operating System Gehealthcare Brightspeed Edge Firmware - All All All

Hardware Gehealthcare Brightspeed Edge Select - All All All

Hardware Gehealthcare Brightspeed Edge Select - All All All

Operating System Gehealthcare Brightspeed Edge Select Firmware - All All All

Operating System Gehealthcare Brightspeed Edge Select Firmware - All All All

Hardware Gehealthcare Brightspeed Elite - All All All

Hardware Gehealthcare Brightspeed Elite - All All All

Operating System Gehealthcare Brightspeed Elite Firmware - All All All

Operating System Gehealthcare Brightspeed Elite Firmware - All All All

Hardware Gehealthcare Brightspeed Elite Select - All All All

Hardware Gehealthcare Brightspeed Elite Select - All All All

Operating System Gehealthcare Brightspeed Elite Select Firmware - All All All

Operating System Gehealthcare Brightspeed Elite Select Firmware - All All All

Hardware Gehealthcare Brivo 5000 - All All All

Hardware Gehealthcare Brivo 5000 - All All All

Operating System Gehealthcare Brivo 5000 Firmware - All All All

Operating System Gehealthcare Brivo 5000 Firmware - All All All

Hardware Gehealthcare Brivo 6000 - All All All

Hardware Gehealthcare Brivo 6000 - All All All

Operating System Gehealthcare Brivo 6000 Firmware - All All All

Operating System Gehealthcare Brivo 6000 Firmware - All All All

Hardware Gehealthcare Brivo 8000 - All All All

Hardware Gehealthcare Brivo 8000 - All All All

Operating System Gehealthcare Brivo 8000 Firmware - All All All

Operating System Gehealthcare Brivo 8000 Firmware - All All All

Hardware Gehealthcare Brivo Ct385 - All All All

Hardware Gehealthcare Brivo Ct385 - All All All

Operating System Gehealthcare Brivo Ct385 Firmware - All All All

Operating System Gehealthcare Brivo Ct385 Firmware - All All All
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Hardware Gehealthcare Brivo Definiu - All All All

Hardware Gehealthcare Brivo Definiu - All All All

Operating System Gehealthcare Brivo Definiu Firmware - All All All

Operating System Gehealthcare Brivo Definiu Firmware - All All All

Hardware Gehealthcare Brivo Nm 615 - All All All

Hardware Gehealthcare Brivo Nm 615 - All All All

Operating System Gehealthcare Brivo Nm 615 Firmware - All All All

Operating System Gehealthcare Brivo Nm 615 Firmware - All All All

Hardware Gehealthcare Brivo Xr118 - All All All

Hardware Gehealthcare Brivo Xr118 - All All All

Operating System Gehealthcare Brivo Xr118 Firmware - All All All

Operating System Gehealthcare Brivo Xr118 Firmware - All All All

Hardware Gehealthcare Brivo Xr383 - All All All

Hardware Gehealthcare Brivo Xr383 - All All All

Operating System Gehealthcare Brivo Xr383 Firmware - All All All

Operating System Gehealthcare Brivo Xr383 Firmware - All All All

Hardware Gehealthcare Brivo Xr515 - All All All

Hardware Gehealthcare Brivo Xr515 - All All All

Operating System Gehealthcare Brivo Xr515 Firmware - All All All

Operating System Gehealthcare Brivo Xr515 Firmware - All All All

Hardware Gehealthcare Brivo Xr575 - All All All

Hardware Gehealthcare Brivo Xr575 - All All All

Operating System Gehealthcare Brivo Xr575 Firmware - All All All

Operating System Gehealthcare Brivo Xr575 Firmware - All All All

Hardware Gehealthcare Definium 5000 - All All All

Operating System Gehealthcare Definium 5000 Firmware - All All All

Hardware Gehealthcare Definium 6000 - All All All

Operating System Gehealthcare Definium 6000 Firmware - All All All

Hardware Gehealthcare Definium 8000 - All All All

Operating System Gehealthcare Definium 8000 Firmware - All All All

Hardware Gehealthcare Discovery Ct590rt - All All All

Hardware Gehealthcare Discovery Ct590rt - All All All

Operating System Gehealthcare Discovery Ct590rt Firmware - All All All

Operating System Gehealthcare Discovery Ct590rt Firmware - All All All
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Hardware Gehealthcare Discovery Ct750hd - All All All

Operating System Gehealthcare Discovery Ct750hd Firmware - All All All

Operating System Gehealthcare Discovery Ct750hd Firmware - All All All

Hardware Gehealthcare Discovery Iq - All All All

Hardware Gehealthcare Discovery Iq - All All All

Operating System Gehealthcare Discovery Iq Firmware - All All All

Operating System Gehealthcare Discovery Iq Firmware - All All All

Hardware Gehealthcare Discovery Mi Mi Dr - All All All

Hardware Gehealthcare Discovery Mi Mi Dr - All All All

Operating System Gehealthcare Discovery Mi Mi Dr Firmware - All All All

Operating System Gehealthcare Discovery Mi Mi Dr Firmware - All All All

Hardware Gehealthcare Discovery Nm830 - All All All

Hardware Gehealthcare Discovery Nm830 - All All All

Operating System Gehealthcare Discovery Nm830 Firmware - All All All

Operating System Gehealthcare Discovery Nm830 Firmware - All All All

Hardware Gehealthcare Discovery Nm/ct850 - All All All

Hardware Gehealthcare Discovery Nm/ct850 - All All All

Operating System Gehealthcare Discovery Nm/ct850 Firmware - All All All

Operating System Gehealthcare Discovery Nm/ct850 Firmware - All All All

Hardware Gehealthcare Discovery Nm/ct 670 - All All All

Hardware Gehealthcare Discovery Nm/ct 670 - All All All

Operating System Gehealthcare Discovery Nm/ct 670 Firmware - All All All

Operating System Gehealthcare Discovery Nm/ct 670 Firmware - All All All

Hardware Gehealthcare Discovery Nm/ct 860 - All All All

Hardware Gehealthcare Discovery Nm/ct 860 - All All All

Operating System Gehealthcare Discovery Nm/ct 860 Firmware - All All All

Operating System Gehealthcare Discovery Nm/ct 860 Firmware - All All All

Hardware Gehealthcare Discovery Nm/ct 870 - All All All

Hardware Gehealthcare Discovery Nm/ct 870 - All All All

Operating System Gehealthcare Discovery Nm/ct 870 Firmware - All All All

Operating System Gehealthcare Discovery Nm/ct 870 Firmware - All All All

Hardware Gehealthcare Discovery Nm/ct D570c - All All All

Hardware Gehealthcare Discovery Nm/ct D570c - All All All

Operating System Gehealthcare Discovery Nm/ct D570c Firmware - All All All

Operating System Gehealthcare Discovery Nm/ct D570c Firmware - All All All

Hardware Gehealthcare Discovery Nm 630 - All All All
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Hardware Gehealthcare Discovery Nm 630 - All All All

Operating System Gehealthcare Discovery Nm 630 Firmware - All All All

Operating System Gehealthcare Discovery Nm 630 Firmware - All All All

Hardware Gehealthcare Discovery Nm 750b - All All All

Hardware Gehealthcare Discovery Nm 750b - All All All

Operating System Gehealthcare Discovery Nm 750b Firmware - All All All

Operating System Gehealthcare Discovery Nm 750b Firmware - All All All

Hardware Gehealthcare Discovery Nm D530c - All All All

Hardware Gehealthcare Discovery Nm D530c - All All All

Operating System Gehealthcare Discovery Nm D530c Firmware - All All All

Operating System Gehealthcare Discovery Nm D530c Firmware - All All All

Hardware Gehealthcare Discovery Xr650 - All All All

Hardware Gehealthcare Discovery Xr650 - All All All

Operating System Gehealthcare Discovery Xr650 Firmware - All All All

Operating System Gehealthcare Discovery Xr650 Firmware - All All All

Hardware Gehealthcare Discovery Xr656 - All All All

Hardware Gehealthcare Discovery Xr656 - All All All

Hardware Gehealthcare Discovery Xr656 - All All All

Hardware Gehealthcare Discovery Xr656 - All All All

Operating System Gehealthcare Discovery Xr656 Firmware - All All All

Operating System Gehealthcare Discovery Xr656 Firmware - All All All

Operating System Gehealthcare Discovery Xr656 Firmware - All All All

Operating System Gehealthcare Discovery Xr656 Firmware - All All All

Hardware Gehealthcare Echopac Bt06 - All All All

Hardware Gehealthcare Echopac Bt06 - All All All

Operating System Gehealthcare Echopac Bt06 Firmware - All All All

Operating System Gehealthcare Echopac Bt06 Firmware - All All All

Hardware Gehealthcare Image Vault - All All All

Hardware Gehealthcare Image Vault - All All All

Operating System Gehealthcare Image Vault Firmware - All All All

Operating System Gehealthcare Image Vault Firmware - All All All

Hardware Gehealthcare Infinia - All All All

Hardware Gehealthcare Infinia - All All All

Operating System Gehealthcare Infinia Firmware - All All All

Operating System Gehealthcare Infinia Firmware - All All All
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