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Grandstream GRP261x VolP phone running firmware version 1.0.3.6 (Base) allows Command Injection as root in its admin
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Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type
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Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

References

Reference

Vendor Product Version Update Edition Language
Grandstream Grp2612 - All All All
Grandstream Grp2612p - All All All
Grandstream Grp2612p Firmware 1.0.3.6 All All All
Grandstream Grp2612w - All All All
Grandstream Grp2612w Firmware 1.0.3.6 All All All
Grandstream Grp2612 Firmware 1.0.3.6 All All All
Grandstream Grp2613 - All All All
Grandstream Grp2613 Firmware 1.0.3.6 All All All
Grandstream Grp2614 - All All All
Grandstream Grp2614 Firmware 1.0.3.6 All All All
Grandstream Grp2615 - All All All
Grandstream Grp2615 Firmware 1.0.3.6 All All All
Grandstream Grp2616 - All All All
Grandstream Grp2616 Firmware 1.0.3.6 All All All
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Vulnerability-Disclosures/FEYE-2021-0001.md at master - fireeye/Vulnerability-Disclosures - GitHub MISC github.com

CWE - CWE-77: Improper Neutralization of Special Elements used in a Command ('Command Injection’) (4.10) MISC cwe.mitre.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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