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CVE CVE-2020-25498
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-06 22:15:00 UTC
Updated 2021-01-08 20:42:00 UTC
Description Cross Site Scripting (XSS) vulnerability in Beetel router 777VR1 can be exploited via the NTP server name in System Time
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Beetel 777vr1 - All All All
Hardware Beetel 777vr1 - All All All
Operating System Beetel 777vr1 Firmware - All All All
Operating System Beetel 777vr1 Firmware - All All All

References
Reference Source Link Tags
XSS in Beetel 777VR1 Router via CSRF : Time configuration module - YouTube MISC youtu.be Exploit, Third Pa
GitHub - the-girl-who-lived/CVE-2020-25498: Stored XSS via CSRF in Beetel 777VR1 Router MISC github.com Exploit, Third Pa
For Sale Domain: beetel.com MISC beetel.com Broken Link
XSS in Beetel 777VR1 Router via CSRF : URL Filter module - YouTube MISC youtu.be Exploit, Third Pa
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov  canonical, analy:
q |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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