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Summary

CVE CVE-2020-25499

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-09 21:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description TOTOLINK A3002RU-V2.0.0 B20190814.1034 allows authenticated remote users to modify the system's 'Run Command'. An attacker can use this functionality to execute arbitrary OS commands on the router.

Risk And Classification

Problem Types: CWE-78 | CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Totolink A3002r - All All All

Hardware Totolink A3002r - All All All

Hardware Totolink A3002ru-v1 - All All All

Hardware Totolink A3002ru-v1 - All All All

Operating System Totolink A3002ru-v1 Firmware All All All All

Operating System Totolink A3002ru-v1 Firmware All All All All

Hardware Totolink A3002ru-v2 - All All All

Hardware Totolink A3002ru-v2 - All All All

Operating System Totolink A3002ru-v2 Firmware All All All All

Operating System Totolink A3002ru-v2 Firmware All All All All

Operating System Totolink A3002r Firmware All All All All

Operating System Totolink A3002r Firmware All All All All

Hardware Totolink A702r-v2 - All All All

Hardware Totolink A702r-v2 - All All All

Operating System Totolink A702r-v2 Firmware All All All All

Operating System Totolink A702r-v2 Firmware All All All All

Hardware Totolink A702r-v3 - All All All
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Hardware Totolink A702r-v3 - All All All

Hardware Totolink A702r-v3 - All All All

Operating System Totolink A702r-v3 Firmware All All All All

Operating System Totolink A702r-v3 Firmware All All All All

Hardware Totolink N100re-v3 - All All All

Hardware Totolink N100re-v3 - All All All

Operating System Totolink N100re-v3 Firmware All All All All

Operating System Totolink N100re-v3 Firmware All All All All

Hardware Totolink N150rt - All All All

Hardware Totolink N150rt - All All All

Operating System Totolink N150rt Firmware All All All All

Operating System Totolink N150rt Firmware All All All All

Hardware Totolink N200re-v3 - All All All

Hardware Totolink N200re-v3 - All All All

Operating System Totolink N200re-v3 Firmware All All All All

Operating System Totolink N200re-v3 Firmware All All All All

Hardware Totolink N200re-v4 - All All All

Hardware Totolink N200re-v4 - All All All

Operating System Totolink N200re-v4 Firmware All All All All

Operating System Totolink N200re-v4 Firmware All All All All

Hardware Totolink N210re - All All All

Hardware Totolink N210re - All All All

Operating System Totolink N210re Firmware All All All All

Operating System Totolink N210re Firmware All All All All

Hardware Totolink N300rh-v3 - All All All

Hardware Totolink N300rh-v3 - All All All

Operating System Totolink N300rh-v3 Firmware All All All All

Operating System Totolink N300rh-v3 Firmware All All All All

Hardware Totolink N300rt - All All All

Hardware Totolink N300rt - All All All

Operating System Totolink N300rt Firmware All All All All

Operating System Totolink N300rt Firmware All All All All

Hardware Totolink N302r Plus - All All All

Hardware Totolink N302r Plus - All All All

Operating System Totolink N302r Plus Firmware All All All All

Operating System Totolink N302r Plus Firmware All All All All
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References

Reference Source Link Tags

Vulnerabilities/RCE_TOTOLINK-A3002RU-V2 at main · kdoos/Vulnerabilities · GitHub MISC github.com Exploit, Third Party Advisory

www.totolink.net/home/index/newsss/id/196.html CONFIRM www.totolink.net Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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