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Summary

CVE CVE-2020-25581

State PUBLIC

Assigner secteam@freebsd.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-26 21:15:00 UTC

Updated 2021-06-03 19:11:00 UTC

Description In FreeBSD 12.2-STABLE before r369312, 11.4-STABLE before r369313, 12.2-RELEASE before p4 and 11.4-RELEASE before p8 due to a race condition in the jail_remove(2) implementation, it may fail to kill some of the processes.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Freebsd Freebsd 11.4 - All All

Operating System Freebsd Freebsd 11.4 p1 All All

Operating System Freebsd Freebsd 11.4 p2 All All

Operating System Freebsd Freebsd 11.4 p3 All All

Operating System Freebsd Freebsd 11.4 p4 All All

Operating System Freebsd Freebsd 11.4 p5 All All

Operating System Freebsd Freebsd 11.4 p6 All All

Operating System Freebsd Freebsd 11.4 p7 All All

Operating System Freebsd Freebsd 12.2 - All All

Operating System Freebsd Freebsd 12.2 p1 All All

Operating System Freebsd Freebsd 12.2 p2 All All

Operating System Freebsd Freebsd 12.2 p3 All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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