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An issue was discovered in Xen through 4.14.x. There is a lack of preemption in evichn_reset() / evichn_destroy(). In partic
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Debian Debian Linux 10.0 All All All
Debian Debian Linux 10.0 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Fedoraproject Fedora 33 All All All
Fedoraproject Fedora 32 All All All
Fedoraproject Fedora 33 All All All
Opensuse Leap 15.2 All All All
Opensuse Leap 15.2 All All All
Xen Xen All All All All

References

Reference

Source

[SECURITY] Fedora 32 Update: xen-4.13.1-6.fc32 - package-announce - Fedora Mailing-Lists

Xen: Multiple vulnerabilities (GLSA 202011-06) — Gentoo security

GENTOO

[SECURITY] Fedora 33 Update: xen-4.14.0-5.fc33 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: xen-4.12.3-5.fc31 - package-announce - Fedora Mailing-Lists

FEDORA

Link

lists.fedoraproject.org

security.gentoo.org

lists.fedoraproject.org

lists.fedoraproject.org
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[SECURITY] Fedora 31 Update: xen-4.12.3-5.fc31 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 32 Update: xen-4.13.1-6.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
XSA-344 - Xen Security Advisories MISC xenbits.xen.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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Vendor

Third P
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Third P

canonic

canonic

Legacy QID Mappings

198943 Ubuntu Security Notification for Xen Vulnerabilities (USN-5617-1)

500792 Alpine Linux Security Update for xen

501512 Alpine Linux Security Update for xen

504536 Alpine Linux Security Update for xen
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