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Summary

CVE CVE-2020-25633

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-18 19:15:00 UTC

Updated 2023-11-07 03:20:00 UTC

Description A flaw was found in RESTEasy client in all versions of RESTEasy up to 4.5.6.Final. It may allow client users to obtain the server's potentially sensitive information when the server got WebApplicationException from the RESTEasy client call. The highest threat from this vulnerability is to data confidentiality.

Risk And Classification

Problem Types: CWE-209

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Quarkus Quarkus All All All All

Application Redhat Resteasy All All All All

Application Redhat Resteasy All All All All

Application Redhat Resteasy All All All All

References

Reference

1879042 – (CVE-2020-25633) CVE-2020-25633 resteasy-client: potential sensitive information leakage in JAX-RS RESTEasy Client's WebApplicationException handling

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

239228 Red Hat Update for Satellite 6.9 (RHSA-2021:1313)

982363 Java (maven) Security Update for org.jboss.resteasy:resteasy-client-microprofile (GHSA-hr32-mgpm-qf2f)
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