=

VE-2020-2

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2020-25638
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-02 15:15:00 UTC
Updated 2023-11-07 03:20:00 UTC
Description A flaw was found in hibernate-core in versions prior to and including 5.4.23.Final. A SQL injection in the implementation of t
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System  Debian Debian Linux 10.0 All All All
Operating System  Debian Debian Linux 9.0 All All All
Operating System  Debian Debian Linux 9.0 All All All
Application Hibernate Hibernate Orm All All All All
Application Hibernate Hibernate Orm All All All All
Application Oracle Communications Cloud Native Core Console 1.9.0 All All All
Application Oracle Retail Customer Management And Segmentation Foundation ~ 19.0 All All All
Application Quarkus  Quarkus All All All All
Reference

[turbine-dev] 20211015 Fulcrum Security Hibernate Module

Debian -- Security Information -- DSA-4908-1 libhibernate3-java

1881353 — (CVE-2020-25638) CVE-2020-25638 hibernate-core: SQL injection vulnerability when both hibernate.use_sqgl_comments and JPQ
Oracle Critical Patch Update Advisory - April 2022

Pony Mail!

[SECURITY] [DLA 2512-1] libhibernate3-java security update
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Oracle Critical Patch Update Advisory - July 2021

Pony Mail!

[turbine-commits] 20211018 [turbine-fulcrum-security] 02/02: disable module hibernate (JIRA issue TRB-103), update docs, remove suppressi
Oracle Critical Patch Update Advisory - July 2022

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150676 Oracle WebLogic Server Multiple Vulnerabilities (APR-2023)
178572 Debian Security Update for libhibernate3-java (DSA 4908-1)
239760 Red Hat Update for red hat jooss web server 5.5.0 (RHSA-2021:2561)

87542 Oracle WebLogic Server Multiple Vulnerabilities (CPUAPR2023)
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