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CVE CVE-2020-25649
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-03 17:15:00 UTC
Updated 2023-11-07 03:20:00 UTC
Description A flaw was found in FasterXML Jackson Databind, where it did not have entity expansion secured properly. This flaw allows
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Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Langu
Application Apache lotdb All All All All
Application Fasterxml Jackson-databind All All All All
Application Fasterxml Jackson-databind All All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 32 All All All
Application Netapp Oncommand Api Services - All All All
Application Netapp Oncommand Api Services - All All All
Application Netapp Oncommand Workflow Automation - All All All
Application Netapp Oncommand Workflow Automation - All All All
Application Netapp Service Level Manager - All All All
Application Netapp Service Level Manager - All All All
Application Oracle Agile PIm 9.3.6 All All All
Application Oracle Agile Product Lifecycle Management Integration Pack 3.6 All All All
Application Oracle Banking Apis 19.1 All All All
Application Oracle Banking Apis 19.2 All All All
Application Oracle Banking Apis 20.1 All All All
Application Oracle Banking Apis 21.1 All All All
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Application Oracle Jd Edwards Enterpriseone Orchestrator All All All All
Application Oracle Jd Edwards Enterpriseone Tools All All All All
Application Oracle Primavera Gateway 18.8 All All All
Application Oracle Primavera Gateway 19.12 All All All
Application Oracle Primavera Gateway 20.12 All All All
Application Oracle Primavera Gateway 20.12.0 All All All
Application Oracle Primavera Gateway All All All All
Application Oracle Primavera Gateway All All All All
Application Oracle Primavera Gateway All All All All
Application Oracle Primavera Gateway All All All All
Application Oracle Retail Service Backbone 14132 Al All All
Application Oracle Retail Service Backbone 15.0.3.1 All All All
Application Oracle Retail Service Backbone 16.0.3 All All All
Application Oracle Retail Xstore Point Of Service 16.0.6 All All All
Application Oracle Retail Xstore Point Of Service 17.0.4 All All All
Application Oracle Retail Xstore Point Of Service 18.0.3 All All All
Application Oracle Retail Xstore Point Of Service 19.0.2 All All All
Application Oracle Retail Xstore Point Of Service 20.0.1 All All All
Application Oracle Sd-wan Edge 9.0 All All All
Application Oracle Utilities Framework 43.05.0 Al All All
Application Oracle Utilities Framework 4.3.0.6.0 Al All All
Application Oracle Utilities Framework 4.4.0.0.0 Al All All
Application Oracle Utilities Framework 44020 Al All All
Application Oracle Utilities Framework 4.4.03.0 Al All All
Application Oracle Webcenter Portal 12.2.1.3.0 Al All All
Application Oracle Webcenter Portal 12.2.1.4.0 All All All
Application Quarkus Quarkus All All All All
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[kafka-dev] 20210901 Re: [EXTERNAL] Re: Security vulnerabilities in kafka:2.13-2.6.0/2.7.0 docker image
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https://lists.apache.org/thread.html/re96dc7a13e13e56190a5d80f9e5440a0d0c83aeec6467b562fbf2dca@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r7cb5b4b3e4bd41a8042e5725b7285877a17bcbf07f4eb3f7b316af60@%253Creviews.iotdb.apache.org%253E
https://lists.apache.org/thread.html/rd6f6bf848c2d47fa4a85c27d011d948778b8f7e58ba495968435a0b3@%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r5f8a1608d758936bd6bbc5eed980777437b611537bf6fff40663fc71%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r407538adec3185dd35a05c9a26ae2f74425b15132470cf540f41d85b%2540%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r98bfe3b90ea9408f12c4b447edcb5638703d80bc782430aa0c210a54@%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r2882fc1f3032cd7be66e28787f04ec6f1874ac68d47e310e30ff7eb1%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r3e6ae311842de4e64c5d560a475b7f9cc7e0a9a8649363c6cf7537eb%2540%253Ccommits.karaf.apache.org%253E
https://www.oracle.com/security-alerts/cpuoct2021.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/6X2UT4X6M7DLQYBOOHMXBWGYJ65RL2CT/
https://lists.apache.org/thread.html/r78d53a0a269c18394daf5940105dc8c7f9a2399503c2e78be20abe7e@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/rbf4ce74b0d1fa9810dec50ba3ace0caeea677af7c27a97111c06ccb7@%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/rc15e90bbef196a5c6c01659e015249d6c9a73581ca9afb8aeecf00d2%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r6a4f3ef6edfed2e0884269d84798f766779bbbc1005f7884e0800d61@%253Cdev.knox.apache.org%253E
https://lists.apache.org/thread.html/r04529cedaca40c2ff90af4880493f9c88a8ebf4d1d6c861d23108a5a@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r45e7350dfc92bb192f3f88e9971c11ab2be0953cc375be3dda5170bd@%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/r90d1e97b0a743cf697d89a792a9b669909cc5a1692d1e0083a22e66c%2540%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/rdf9a34726482222c90d50ae1b9847881de67dde8cfde4999633d2cdc%2540%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r765283e145049df9b8998f14dcd444345555aae02b1610cfb3188bf8@%253Cnotifications.iotdb.apache.org%253E
https://lists.apache.org/thread.html/rc82ff47853289e9cd17f5cfbb053c04cafc75ee32e3d7223963f83bb@%253Cdev.knox.apache.org%253E
https://www.oracle.com/security-alerts/cpujan2022.html
https://lists.apache.org/thread.html/r5f8a1608d758936bd6bbc5eed980777437b611537bf6fff40663fc71@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r0881e23bd9034c8f51fdccdc8f4d085ba985dcd738f8520569ca5c3d@%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/rd6f6bf848c2d47fa4a85c27d011d948778b8f7e58ba495968435a0b3%2540%253Cissues.zookeeper.apache.org%253E
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1887664 — (CVE-2020-25649) CVE-2020-25649 jackson-databind: FasterXML DOMDeserializer insecure entity expansion is vulnerable to XN
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[hive-issues] 20211012 [jira] [Resolved] (HIVE-24816) Upgrade jackson to 2.10.5.1 or 2.11.0+ due to CVE-2020-25649
Pony Mail!

"DOMDeserializer': setExpandEntityReferences(false) may not prevent external entity expansion in all cases [CVE-2020-25649] - Issue #258¢
[hive-issues] 20211012 [jira] [Updated] (HIVE-24816) Upgrade jackson to 2.10.5.1 or 2.11.0+ due to CVE-2020-25649
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[SECURITY] Fedora 32 Update: jackson-databind-2.10.5.1-1.fc32 - package-announce - Fedora Mailing-Lists
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[kafka-users] 20210831 Security vulnerabilities in kafka:2.13-2.6.0/2.7.0 docker image
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https://lists.apache.org/thread.html/re16f81d3ad49a93dd2f0cba9f8fc88e5fb89f30bf9a2ad7b6f3e69c1@%253Ccommits.karaf.apache.org%253E
https://lists.apache.org/thread.html/r94c7e86e546120f157264ba5ba61fd29b3a8d530ed325a9b4fa334d7%2540%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/rf1809a1374041a969d77afab21fc38925de066bc97e86157d3ac3402%2540%253Ccommits.karaf.apache.org%253E
https://lists.apache.org/thread.html/r94c7e86e546120f157264ba5ba61fd29b3a8d530ed325a9b4fa334d7@%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r2b6ddb3a4f4cd11d8f6305011e1b7438ba813511f2e3ab3180c7ffda%2540%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/r1b7ed0c4b6c4301d4dfd6fdbc5581b0a789d3240cab55d766f33c6c6%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r86c78bf7656fdb2dab69cbf17f3d7492300f771025f1a3a65d5e5ce5%2540%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r0881e23bd9034c8f51fdccdc8f4d085ba985dcd738f8520569ca5c3d%2540%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r605764e05e201db33b3e9c2e66ff620658f07ad74f296abe483f7042@%253Creviews.iotdb.apache.org%253E
https://lists.apache.org/thread.html/rdf9a34726482222c90d50ae1b9847881de67dde8cfde4999633d2cdc@%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r3e6ae311842de4e64c5d560a475b7f9cc7e0a9a8649363c6cf7537eb@%253Ccommits.karaf.apache.org%253E
https://lists.apache.org/thread.html/r8764bb835bcb8e311c882ff91dd3949c9824e905e880930be56f6ba3@%253Cuser.spark.apache.org%253E
https://lists.apache.org/thread.html/rc88f2fa2b7bd6443921727aeee7704a1fb02433e722e2abf677e0d3d%2540%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/raf13235de6df1d47a717199e1ecd700dff3236632f5c9a1488d9845b@%253Cjira.kafka.apache.org%253E
https://bugzilla.redhat.com/show_bug.cgi?id=1887664
https://lists.apache.org/thread.html/raf13235de6df1d47a717199e1ecd700dff3236632f5c9a1488d9845b%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r765283e145049df9b8998f14dcd444345555aae02b1610cfb3188bf8%2540%253Cnotifications.iotdb.apache.org%253E
https://lists.apache.org/thread.html/r45e7350dfc92bb192f3f88e9971c11ab2be0953cc375be3dda5170bd%2540%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/r95a297eb5fd1f2d3a2281f15340e2413f952e9d5503296c3adc7201a%2540%253Ccommits.tomee.apache.org%253E
https://lists.apache.org/thread.html/r6a6df5647583541e3cb71c75141008802f7025cee1c430d4ed78f4cc%2540%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r6cbd599b80e787f02ff7a1391d9278a03f37d6a6f4f943f0f01a62fb@%253Creviews.iotdb.apache.org%253E
https://github.com/FasterXML/jackson-databind/issues/2589
https://lists.apache.org/thread.html/r024b7bda9c43c5560d81238748775c5ecfe01b57280f90df1f773949%2540%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r6b11eca1d646f45eb0d35d174e6b1e47cfae5295b92000856bfb6304@%253Cusers.kafka.apache.org%253E
https://lists.apache.org/thread.html/r68d029ee74ab0f3b0569d0c05f5688cb45dd3abe96a6534735252805@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/rd57c7582adc90e233f23f3727db3df9115b27a823b92374f11453f34%2540%253Cissues.hive.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/6X2UT4X6M7DLQYBOOHMXBWGYJ65RL2CT/
https://lists.apache.org/thread.html/r2f5c5479f99398ef344b7ebd4d90bc3316236c45d0f3bc42090efcd7%2540%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r61db8e7dcb56dc000a5387a88f7a473bacec5ee01b9ff3f55308aacc%2540%253Cusers.kafka.apache.org%253E
https://lists.apache.org/thread.html/r6a4f3ef6edfed2e0884269d84798f766779bbbc1005f7884e0800d61%2540%253Cdev.knox.apache.org%253E
https://lists.apache.org/thread.html/r5b130fe668503c4b7e2caf1b16f86b7f2070fd1b7ef8f26195a2ffbd%2540%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/ra1157e57a01d25e36b0dc17959ace758fc21ba36746de29ba1d8b130%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r6b11eca1d646f45eb0d35d174e6b1e47cfae5295b92000856bfb6304@%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/ra409f798a1e5a6652b7097429b388650ccd65fd958cee0b6f69bba00%2540%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r8ae961c80930e2717c75025414ce48a432cea1137c02f648b1fb9524%2540%253Cissues.hive.apache.org%253E
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Oracle Critical Patch Update Advisory - July 2022
Oracle Critical Patch Update Advisory - April 2021
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[kafka-dev] 20210831 Security vulnerabilities in kafka:2.13-2.6.0/2.7.0 docker image
CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178642 Debian Security Update for jackson-databind (DLA 2638-1)

375337 IBM Spectrum Control Multiple Vulnerability(6415993)

375483 Oracle Coherence April 2021 Critical Patch Update

730206 McAfee Web Gateway Multiple Vulnerabilities (WP-3792, WP-4003, WP-4021, WP-4058, WP-4067)

752129 SUSE Enterprise Linux Security Update for jackson-databind, jackson-dataformats-binary, jackson-annotations, jackson-bom,
jackson-core (SUSE-SU-2022:1678-1)

980328 Java (maven) Security Update for com.fasterxml.jackson.core:jackson-databind (GHSA-288c-cq4h-88gq)


https://lists.apache.org/thread.html/r5b130fe668503c4b7e2caf1b16f86b7f2070fd1b7ef8f26195a2ffbd@%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r6e3d4f7991542119a4ca6330271d7fbf7b9fb3abab24ada82ddf1ee4@%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/ra95faf968f3463acb3f31a6fbec31453fc5045325f99f396961886d3%2540%253Cissues.flink.apache.org%253E
https://lists.apache.org/thread.html/rc82ff47853289e9cd17f5cfbb053c04cafc75ee32e3d7223963f83bb%2540%253Cdev.knox.apache.org%253E
https://lists.apache.org/thread.html/r68d029ee74ab0f3b0569d0c05f5688cb45dd3abe96a6534735252805%2540%253Cnotifications.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r8937a7160717fe8b2221767163c4de4f65bc5466405cb1c5310f9080%2540%253Cusers.kafka.apache.org%253E
https://lists.apache.org/thread.html/r8764bb835bcb8e311c882ff91dd3949c9824e905e880930be56f6ba3%2540%253Cuser.spark.apache.org%253E
https://lists.apache.org/thread.html/r8937a7160717fe8b2221767163c4de4f65bc5466405cb1c5310f9080%2540%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/rd57c7582adc90e233f23f3727db3df9115b27a823b92374f11453f34@%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/r86c78bf7656fdb2dab69cbf17f3d7492300f771025f1a3a65d5e5ce5@%253Ccommits.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r63c87aab97155f3f3cbe11d030c4a184ea0de440ee714977db02e956%2540%253Cjira.kafka.apache.org%253E
https://www.oracle.com/security-alerts/cpujul2022.html
https://www.oracle.com/security-alerts/cpuApr2021.html
https://lists.apache.org/thread.html/rc959cdb57c4fe198316130ff4a5ecbf9d680e356032ff2e9f4f05d54@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r31f4ee7d561d56a0c2c2c6eb1d6ce3e05917ff9654fdbfec05dc2b83@%253Ccommits.servicecomb.apache.org%253E
https://lists.apache.org/thread.html/r2eb66c182853c69ecfb52f63d3dec09495e9b65be829fd889a081ae1@%253Cdev.hive.apache.org%253E
https://lists.apache.org/thread.html/rd317f15a675d114dbf5b488d27eeb2467b4424356b16116eb18a652d%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r2eb66c182853c69ecfb52f63d3dec09495e9b65be829fd889a081ae1%2540%253Cdev.hive.apache.org%253E
https://lists.apache.org/thread.html/r0b8dc3acd4503e4ecb6fbd6ea7d95f59941168d8452ac0ab1d1d96bb@%253Cissues.zookeeper.apache.org%253E
https://lists.apache.org/thread.html/r8ae961c80930e2717c75025414ce48a432cea1137c02f648b1fb9524@%253Cissues.hive.apache.org%253E
https://lists.apache.org/thread.html/rd317f15a675d114dbf5b488d27eeb2467b4424356b16116eb18a652d@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r61db8e7dcb56dc000a5387a88f7a473bacec5ee01b9ff3f55308aacc%2540%253Cdev.kafka.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2020-25649
https://nvd.nist.gov/vuln/detail/CVE-2020-25649
http://cve.report/qid/178642
http://cve.report/qid/375337
http://cve.report/qid/375483
http://cve.report/qid/730206
http://cve.report/qid/752129
http://cve.report/qid/980328
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