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CVE CVE-2020-25650
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-25 15:15:00 UTC
Updated 2023-11-07 03:20:00 UTC
Description A flaw was found in the way the spice-vdagentd daemon handled file transfers from the host system to the virtual machine.
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Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Application Spice-space Spice-vdagent All All All All

Reference Source 1

[SECURITY] Fedora 32 Update: spice-vdagent-0.21.0-1.fc32 - package-announce - Fedora Mailing-Lists |

[SECURITY] Fedora 33 Update: spice-vdagent-0.21.0-1.fc33 - package-announce - Fedora Mailing-Lists |

~

1886345 — (CVE-2020-25650) CVE-2020-25650 spice-vdagent: memory DoS via arbitrary entries in “active_xfers™ hash table MISC

oss-security - Security Issues in the spice-vdagentd daemon MISC v
[SECURITY] Fedora 33 Update: spice-vdagent-0.21.0-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA |
[SECURITY] Fedora 32 Update: spice-vdagent-0.21.0-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA |

[SECURITY] [DLA 2524-1] spice-vdagent security update MLIST |
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

159216 Oracle Enterprise Linux Security Update for spice-vdagent (ELSA-2021-1791)
239302 Red Hat Update for spice-vdagent (RHSA-2021:1791)

377381 Alibaba Cloud Linux Security Update for spice-vdagent (ALINUX3-SA-2022:0084)
670499 EulerOS Security Update for spice-vdagent (EulerOS-SA-2021-2257)

670525 EulerOS Security Update for spice-vdagent (EulerOS-SA-2021-2283)

670557 EulerOS Security Update for spice-vdagent (EulerOS-SA-2021-2316)

670592 EulerOS Security Update for spice-vdagent (EulerOS-SA-2021-2350)

670694 EulerOS Security Update for spice-vdagent (EulerOS-SA-2021-2452)

670962 EulerOS Security Update for spice-vdagent (EulerOS-SA-2021-2617)

750925 OpenSUSE Security Update for spice-vdagent (openSUSE-SU-2021:2614-1)
750974 SUSE Enterprise Linux Security Update for spice-vdagent (SUSE-SU-2021:2766-1)
750989 SUSE Enterprise Linux Security Update for spice-vdagent (SUSE-SU-2021:2803-1)
901788 Common Base Linux Mariner (CBL-Mariner) Security Update for spice-vdagent (7362-1)

940204 AlmaLinux Security Update for spice-vdagent (ALSA-2021:1791)

960751 Rocky Linux Security Update for spice-vdagent (RLSA-2021:1791)
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