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Summary

CVE CVE-2020-25655

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-09 15:15:00 UTC

Updated 2023-11-07 03:20:00 UTC

Description An issue was discovered in ManagedClusterView API, that could allow secrets to be disclosed to users without the correct permissions. Views created for an admin user would be made available for a short time to users with only view permission. In this short time window the user with view permission could read cluster secrets that should only be disclosed to admin users.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Advanced Cluster Management For Kubernetes 2.0 All All All

Application Redhat Advanced Cluster Management For Kubernetes 2.0 All All All

References

Reference Source

1888475 – (CVE-2020-25655) CVE-2020-25655 open-cluster-management: RBAC bypass may disclose cluster secrets to other users CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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