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CVE CVE-2020-25667
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-08 21:15:00 UTC
Updated 2023-11-07 03:20:00 UTC
Description TIFFGetProfiles() in /codersttiff.c calls strstr() which causes a large out-of-bounds read when it searches for “"dc:format=\"ir
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Risk And Classification

Problem Types: CWE-122

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Imagemagick Imagemagick All All All All

Application Imagemagick Imagemagick All All All All

Reference Source L

1891613 — (CVE-2020-25667) CVE-2020-25667 ImageMagick: heap-based buffer overflow in TIFFGetProfiles in coders/tiff.c ~ MISC k

CVE Program record CVE.ORG v

NVD vulnerability detail NVD r
n | Eeaeae ) |

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

671560 EulerOS Security Update for ImageMagick (EulerOS-SA-2022-1536)
671612 EulerOS Security Update for ImageMagick (EulerOS-SA-2022-1570)

671705 EulerOS Security Update for ImageMagick (EulerOS-SA-2022-1731)
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