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Summary

CVE CVE-2020-25703

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-19 17:15:00 UTC

Updated 2023-11-07 03:20:00 UTC

Description The participants table download in Moodle always included user emails, but should have only done so when users' emails are not hidden. Versions affected: 3.9 to 3.9.2, 3.8 to 3.8.5 and 3.7 to 3.7.8. This is fixed in moodle 3.9.3, 3.8.6, 3.7.9, and 3.10.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Application Moodle Moodle All All All All

Application Moodle Moodle All All All All

Application Moodle Moodle All All All All

References

Reference

1895439 – (CVE-2020-25703) CVE-2020-25703 moodle: The participants table download feature did not respect the site's "show user identity" configuration

Moodle.org: MSA-20-0021: The participants table download feature did not respect the site's "show user identity" configuration

[SECURITY] Fedora 32 Update: moodle-3.8.6-1.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 33 Update: moodle-3.9.3-1.fc33 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: moodle-3.8.6-1.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 33 Update: moodle-3.9.3-1.fc33 - package-announce - Fedora Mailing-Lists
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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