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Summary

CVE CVE-2020-25706

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-12 14:15:00 UTC

Updated 2023-11-07 03:20:00 UTC

Description A cross-site scripting (XSS) vulnerability exists in templates_import.php (Cacti 1.2.13) due to Improper escaping of error message during template import preview in the xml_path field

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cacti Cacti 1.2.13 All All All

Application Cacti Cacti 1.2.13 All All All

Operating System Debian Debian Linux 10.0 All All All

References

Reference Source

1896695 – (CVE-2020-25706) CVE-2020-25706 cacti: Improper escaping of error message leads to XSS during template import preview CONFIRM

Improper escaping of error message leads to XSS during template import preview · Issue #3723 · Cacti/cacti · GitHub MISC

[SECURITY] [DLA 3252-1] cacti security update MLIST

Improper escaping of error message leads to XSS during template impor… · Cacti/cacti@39458ef · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180639 Debian Security Update for cacti (CVE-2020-25706)
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