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A flaw was found in OpenLDAP. This flaw allows an attacker who can send a malicious packet to be processed by OpenLD
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Risk And Classification

Problem Types: CWE-617

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Apple Macos All All All All
Apple Mac Os X All All All All
Apple Mac Os X 10.14.6 - All All
Apple Mac Os X 10.14.6 security_update_2019-004 All All
Apple Mac Os X 10.14.6 security_update_2019-005 All All
Apple Mac Os X 10.14.6 security_update_2019-006 All All
Apple Mac Os X 10.14.6 security_update_2019-007 All All
Apple Mac Os X 10.14.6 security_update_2020-001 All All
Apple Mac Os X 10.14.6 security_update_2020-002 All All
Apple Mac Os X 10.14.6 security_update_2020-003 All All
Apple Mac Os X 10.14.6 security_update_2020-004 All All
Apple Mac Os X 10.14.6 security_update_2020-005 All All
Apple Mac Os X 10.14.6 security_update_2020-006 All All
Apple Mac Os X 10.14.6 security_update_2020-007 All All
Apple Mac Os X 10.15.7 - All All
Apple Mac Os X 10.15.7 security_update_2020-005 All All
Apple Mac Os X 10.15.7 security update 2020-007 All All


https://cve.report/
https://cve.report/CVE-2020-25709/mitre
https://cve.report/CVE-2020-25709/nist
https://cve.report/CVE-2020-25709/cve_org
https://cve.report/CVE-2020-25709.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/macos
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x

Operating System Apple Mac Os X 10.15.7 supplemental_update All All

Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Openldap Openldap All All All All
Application Redhat Jboss Core Services - All All All
Reference

[SECURITY] [DLA 2481-1] openldap security update

June 2021 OpenLDAP Vulnerabilities in NetApp Products | NetApp Product Security

[bookkeeper-issues] 20210628 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgr:
Pony Mail!

Full Disclosure: APPLE-SA-2021-02-01-1 macOS Big Sur 11.2, Security Update 2021-001 Catalina, Security Update 2021-001 Mojave

About the security content of macOS Big Sur 11.2, Security Update 2021-001 Catalina, Security Update 2021-001 Mojave - Apple Support
Pony Mail!

Debian -- Security Information -- DSA-4792-1 openldap

[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgr:
1899675 — (CVE-2020-25709) CVE-2020-25709 openldap: assertion failure in Certificate List syntax validation

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159648 Oracle Enterprise Linux Security Update for openldap (ELSA-2022-0621)
240099 Red Hat Update for openldap (RHSA-2022:0621)

257157 CentOS Security Update for openldap (CESA-2022:0621)

353210 Amazon Linux Security Advisory for openldap : ALAS2-2022-1770

377255 Alibaba Cloud Linux Security Update for openldap (ALINUX2-SA-2022:0013)
500480 Alpine Linux Security Update for openldap

501458 Alpine Linux Security Update for openldap

504238 Alpine Linux Security Update for openldap

591406 Siemens SIMATIC S7-1500 CPU GNU/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)
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670493 EulerOS Security Update for openldap (EulerOS-SA-2021-2251)
670519 EulerOS Security Update for openldap (EulerOS-SA-2021-2277)
670552 EulerOS Security Update for openldap (EulerOS-SA-2021-2310)
670584 EulerOS Security Update for openldap (EulerOS-SA-2021-2342)
670657 EulerOS Security Update for openldap (EulerOS-SA-2021-2415)
671140 EulerOS Security Update for openldap (EulerOS-SA-2021-2602)
750412 OpenSUSE Security Update for openldap2 (openSUSE-SU-2021:0107-1)

750414 OpenSUSE Security Update for openldap2 (openSUSE-SU-2021:0102-1)
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