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Summary

CVE CVE-2020-25710

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-28 11:15:00 UTC

Updated 2023-11-07 03:20:00 UTC

Description A flaw was found in OpenLDAP in versions before 2.4.56. This flaw allows an attacker who sends a malicious packet processed by OpenLDAP to force a failed assertion in csnNormalize23(). The highest threat from this vulnerability is to system availability.

Risk And Classification

Problem Types: CWE-617

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 33 All All All

Application Openldap Openldap All All All All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Application Redhat Jboss Core Services - All All All

Application Redhat Jboss Enterprise Application Platform 5.0.0 All All All

Application Redhat Jboss Enterprise Web Server 2.0.0 All All All
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1899678 – (CVE-2020-25710) CVE-2020-25710 openldap: assertion failure in CSN normalization with invalid input
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Debian -- Security Information -- DSA-4792-1 openldap

[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgrade image to CentOS 8

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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240099 Red Hat Update for openldap (RHSA-2022:0621)

257157 CentOS Security Update for openldap (CESA-2022:0621)

353210 Amazon Linux Security Advisory for openldap : ALAS2-2022-1770
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500480 Alpine Linux Security Update for openldap

501458 Alpine Linux Security Update for openldap
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