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Summary

CVE CVE-2020-25711

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-03 17:15:00 UTC

Updated 2022-11-10 04:40:00 UTC

Description A flaw was found in infinispan 10 REST API, where authorization permissions are not checked while performing some server management operations. When authz is enabled, any user with authentication can perform operations like shutting down the server without the ADMIN role.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Infinispan Infinispan All All All All

Application Infinispan Infinispan All All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Redhat Data Grid 8.0 All All All

Application Redhat Data Grid 8.0 All All All

References

Reference Source Link

1897618 – (CVE-2020-25711) CVE-2020-25711 infinispan: authorization check missing for server management operations MISC bugzilla.redhat.com

CVE-2020-25711 Infinispan Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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