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Summary

CVE CVE-2020-25715

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-28 11:15:00 UTC

Updated 2021-06-08 02:10:00 UTC

Description A flaw was found in pki-core 10.9.0. A specially crafted POST request can be used to reflect a DOM-based cross-site scripting (XSS) attack to inject code into the search query form which can get automatically executed. The highest threat from this vulnerability is to data integrity.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dogtagpki Dogtagpki 10.9.0 - All All

References

Reference Source Link Tags

1891016 – (CVE-2020-25715) CVE-2020-25715 pki-core: XSS in the certificate search results MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

239176 Red Hat Update for pki-core (RHSA-2021:0851)

239195 Red Hat Update for pki-core (RHSA-2021:0975)

239239 Red Hat Update for pki-core:10.6 (RHSA-2021:1263)

257068 CentOS Security Update for pki-core (CESA-2021:0851)

352268 Amazon Linux Security Advisory for pki-core: ALAS2-2021-1630
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376912 Alibaba Cloud Linux Security Update for pki-core (ALINUX2-SA-2021:0014)

670245 EulerOS Security Update for pki-core (EulerOS-SA-2021-1831)

670314 EulerOS Security Update for pki-core (EulerOS-SA-2021-1910)

670665 EulerOS Security Update for pki-core (EulerOS-SA-2021-2424)

670869 EulerOS Security Update for pki-core (EulerOS-SA-2021-1910)

940348 AlmaLinux Security Update for pki-core:10.6 and pki-deps:10.6 (ALSA-2020:4847)
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