
CVE-2020-25716
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2020-25716

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-07 21:15:00 UTC

Updated 2023-11-07 03:20:00 UTC

Description A flaw was found in Cloudforms. A role-based privileges escalation flaw where export or import of administrator files is possible. An attacker with a specific group can perform actions restricted only to system administrator. This is the affect of an incomplete fix for CVE-2020-10783. The highest threat from this vulnerability is to data confidentiality and integrity. Versions before cfme 5.11.10.1 are affected

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Cloudforms All All All All

References

Reference Source Link Tags

1898525 – (CVE-2020-25716) CVE-2020-25716 Cloudforms: Incomplete fix for CVE-2020-10783 MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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