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Summary

CVE CVE-2020-25724

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-26 21:15:00 UTC

Updated 2022-05-13 20:46:00 UTC

Description A flaw was found in RESTEasy, where an incorrect response to an HTTP request is provided. This flaw allows an attacker to gain access to privileged information. The highest threat from this vulnerability is to confidentiality and integrity. Versions before resteasy 2.0.0.Alpha3 are affected.

Risk And Classification

Problem Types: CWE-567

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Quarkus Quarkus All All All All

Application Redhat Resteasy All All All All

Application Redhat Resteasy 2.0.0 - All All

Application Redhat Resteasy 2.0.0 alpha1 All All

Application Redhat Resteasy 2.0.0 alpha2 All All

References

Reference Source Link

1899354 – (CVE-2020-25724) CVE-2020-25724 resteasy: information disclosure via HTTP response reuse MISC bugzilla.redhat.com

CVE-2020-25724 RESTEasy Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982348 Java (maven) Security Update for org.jboss.resteasy:resteasy-bom (GHSA-9699-gm7f-cmjv)
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