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Summary

CVE CVE-2020-25729

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-17 18:15:00 UTC

Updated 2020-09-24 14:42:00 UTC

Description ZoneMinder before 1.34.21 has XSS via the connkey parameter to download.php or export.php.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zoneminder Zoneminder All All All All

Application Zoneminder Zoneminder All All All All

References

Reference Source Link

Fix xss reported by Noccolo Picca relating to not sanitizing connkey · ZoneMinder/zoneminder@9268db1 · GitHub MISC github.com

Announcements - ZoneMinder Forums MISC forums.zoneminder.com

Release My Friend Of Misery .21 · ZoneMinder/zoneminder · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180805 Debian Security Update for zoneminder (CVE-2020-25729)

502205 Alpine Linux Security Update for zoneminder

505604 Alpine Linux Security Update for zoneminder
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