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Summary

CVE CVE-2020-25858

State PUBLIC

Assigner vuln@vdoo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-15 16:15:00 UTC

Updated 2020-10-26 21:25:00 UTC

Description The QCMAP_Web_CLIENT binary in the Qualcomm QCMAP software suite prior to versions released in October 2020 does not validate the return value of a strstr() or strchr() call in the Tokenizer() function. An attacker who invokes the web interface with a crafted URL can crash the process, causing denial of service. This version of QCMAP is used in many kinds of networking devices, primarily mobile hotspots and LTE routers.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qualcomm Qualcomm Mobile Access Point - All All All

Application Qualcomm Qualcomm Mobile Access Point - All All All

References

Reference Source Link Tags

Major Vulnerabilities in Qualcomm QCMAP MISC vdoo.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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