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Summary

CVE CVE-2020-25864

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-20 16:15:00 UTC

Updated 2022-10-25 20:43:00 UTC

Description HashiCorp Consul and Consul Enterprise up to version 1.9.4 key-value (KV) raw mode was vulnerable to cross-site scripting. Fixed in 1.9.5, 1.8.10 and 1.7.14.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hashicorp Consul All All All All

Application Hashicorp Consul All All All All

References

Reference Source Link

HCSEC-2021-07 - Consul API KV Endpoint Vulnerable to Cross-Site Scripting - Security - HashiCorp Discuss MISC discuss.hashicorp.com

HashiCorp Consul: Multiple Vulnerabilities (GLSA 202208-09) — Gentoo security GENTOO security.gentoo.org

HashiCorp Blog: Consul MISC www.hashicorp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501537 Alpine Linux Security Update for consul

504634 Alpine Linux Security Update for consul

690166 Free Berkeley Software Distribution (FreeBSD) Security Update for consul (093a6baf-9f99-11eb-b150-000c292ee6b8)
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690166 Free Berkeley Software Distribution (FreeBSD) Security Update for consul (093a6baf-9f99-11eb-b150-000c292ee6b8)

710589 Gentoo Linux HashiCorp Consul Multiple Vulnerabilities (GLSA 202208-09)
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