VE-2020-2

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2020-25866
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2020-10-06 15:15:00 UTC
Updated 2023-11-07 03:20:00 UTC
Description In Wireshark 3.2.0 to 3.2.6 and 3.0.0 to 3.0.13, the BLIP protocol dissector has a NULL pointer dereference because a buffi

1|

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
Operating System Opensuse Leap 15.1 All All All
Operating System Opensuse Leap 15.2 All All All
Application Oracle Zfs Storage Appliance Kit 8.8 All All All
Application Wireshark Wireshark All All All All
Application Wireshark Wireshark All All All All

References

Reference Source
BLIP: Fix decompression buffer bug (4a948427) - Commits - Wireshark Foundation / wireshark - GitLab MISC
[SECURITY] Fedora 33 Update: wireshark-3.2.7-2.fc33 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: wireshark-3.2.7-1.fc32 - package-announce - Fedora Mailing-Lists

BLIP: Static decompression buffer is of insufficient size (#16866) - Issues - Wireshark Foundation / wireshark - GitLab  MISC
[SECURITY] Fedora 32 Update: wireshark-3.2.7-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA

[security-announce] openSUSE-SU-2020:1882-1: moderate: Security update f SUSE

Link

gitlab.co
lists.fedc
lists.fedc
gitlab.co
lists.fedc

lists.ope
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http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/oracle
http://cve.report/software/oracle/zfs_storage_appliance_kit
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
https://gitlab.com/wireshark/wireshark/-/commit/4a948427100b6c109f4ec7b4361f0d2aec5e5c3f
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/ZUHMK5HYTUUDXA64T2TAMAFMYV674QBW/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/4DQHPKZFQ7W3X34RYN3FWFYCFJD4FXJW/
https://gitlab.com/wireshark/wireshark/-/issues/16866
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4DQHPKZFQ7W3X34RYN3FWFYCFJD4FXJW/
http://lists.opensuse.org/opensuse-security-announce/2020-11/msg00038.html

[SECURITY] Fedora 31 Update: wireshark-3.2.7-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 33 Update: wireshark-3.2.7-2.fc33 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:1878-1: moderate: Security update f

[SECURITY] Fedora 31 Update: wireshark-3.2.7-1.fc31 - package-announce - Fedora Mailing-Lists
Oracle Critical Patch Update Advisory - January 2021

Wireshark - wnpa-sec-2020-13 - BLIP dissector crash

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

FEDORA

FEDORA

SUSE

MISC

MISC

CVE.ORG

NVD

lists.fedc
lists.fedc
lists.ope
lists.fedc
WWW.0re
WWW.Wir
WWW.CVe

nvd.nist.

il

296071 Oracle Solaris 11.4 Support Repository Update (SRU) 27.82.1 Missing (CPUOCT2020)

501328 Alpine Linux Security Update for wireshark
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