CVE-2020-2590

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2020-2590
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-15 17:15:00 UTC

Updated 2021-02-26 19:38:00 UTC

Description Vulnerability in the Java SE, Java SE Embedded product of Oracle Java SE (component: Security). Supported versions tha
) I i

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.10 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.10 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Mcafee Epolicy Orchestrator 5.10.0 - All All
Application Mcafee Epolicy Orchestrator 5.10.0 update_1 All All
Application Mcafee Epolicy Orchestrator 5.10.0 update_2 All All
Application Mcafee Epolicy Orchestrator 5.10.0 update_3 All All
Application Mcafee Epolicy Orchestrator 5.10.0 update 4 All All
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Application Oracle Openjdk 8 update60 All All
Application Oracle Openjdk 8 update66 All All
Application Oracle Openjdk 8 update72 All All
Application Oracle Openjdk 8 update92 All All
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Eus 7.7 All All All
Operating System Redhat Enterprise Linux Eus 8.1 All All All
Operating System Redhat Enterprise Linux Eus 7.7 All All All
Operating System Redhat Enterprise Linux Eus 8.1 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server Aus 7.7 All All All
Operating System Redhat Enterprise Linux Server Aus 7.7 All All All
Operating System Redhat Enterprise Linux Tus 7.7 All All All
Operating System Redhat Enterprise Linux Tus 7.7 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
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Red Hat Customer Portal

Debian -- Security Information -- DSA-4605-1 openjdk-11

Oracle Critical Patch Update Advisory - January 2020

Red Hat Customer Portal

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

375285 EulerOS Security Update for java-1.8.0-openjdk (EulerOS-SA-2021-1310)

375601 IBM WebSphere Application Server Multiple Vulnerabilities(6256732)

375626 IBM Cognos Analytics Multiple Vulnerabilities (6451705)

375811 Azul Java Multiple Vulnerabilities Security Update January 2020

375980 Amazon Corretto Critical Patch Update (JAN2020)

376907 Alibaba Cloud Linux Security Update for java-1.7.0-openjdk (ALINUX2-SA-2020:0020)
376984 Alibaba Cloud Linux Security Update for java-1.8.0-openjdk (ALINUX2-SA-2020:0013)
377069 Alibaba Cloud Linux Security Update for java-11-openjdk (ALINUX2-SA-2020:0014)
501102 Alpine Linux Security Update for openjdk8

501203 Alpine Linux Security Update for openjdki1

501212 Alpine Linux Security Update for openjdk7



https://seclists.org/bugtraq/2020/Jan/24
https://access.redhat.com/errata/RHSA-2020:0231
https://access.redhat.com/errata/RHSA-2020:0541
https://kc.mcafee.com/corporate/index?page=content&id=SB10315
https://security.netapp.com/advisory/ntap-20200122-0003/
https://access.redhat.com/errata/RHSA-2020:0232
https://seclists.org/bugtraq/2020/Feb/22
https://security.gentoo.org/glsa/202101-19
https://lists.debian.org/debian-lts-announce/2020/02/msg00034.html
https://usn.ubuntu.com/4257-1/
https://access.redhat.com/errata/RHSA-2020:0196
https://www.debian.org/security/2020/dsa-4605
https://www.oracle.com/security-alerts/cpujan2020.html
https://access.redhat.com/errata/RHSA-2020:0157
https://access.redhat.com/errata/RHSA-2020:0202
https://www.cve.org/CVERecord?id=CVE-2020-2590
https://nvd.nist.gov/vuln/detail/CVE-2020-2590
http://cve.report/qid/375285
http://cve.report/qid/375601
http://cve.report/qid/375626
http://cve.report/qid/375811
http://cve.report/qid/375980
http://cve.report/qid/376907
http://cve.report/qid/376984
http://cve.report/qid/377069
http://cve.report/qid/501102
http://cve.report/qid/501203
http://cve.report/qid/501212
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