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http.client in Python 3.x before 3.5.10, 3.6.x before 3.6.12, 3.7.x before 3.7.9, and 3.8.x before 3.8.5 allows CRLF injection i
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http.client: HTTP Header Injection in the HTTP method — Python Security 0.0 documentation MISC python-security.readt|
Python: Multiple vulnerabilities (GLSA 202101-18) — Gentoo security GENTOO  security.gentoo.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159200 Oracle Enterprise Linux Security Update for python3 (ELSA-2021-1633)

159342 Oracle Enterprise Linux Security Update for python27:2.7 (ELSA-2021-1761)
159460 Oracle Enterprise Linux Security Update for python38:3.8 (ELSA-2021-1879)
159958 Oracle Enterprise Linux Security Update for python (ELSA-2022-5235)

174590 SUSE Enterprise Linux Security Update for python-urllib3 (SUSE-SU-2021:0299-1)

181802 Debian Security Update for python2.7 (DLA 3432-1)

198293 Ubuntu Security Notification for Python2.7, Python3.7, Python3.8 Vulnerabilities (USN-4754-3)
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http://cve.report/qid/159342
http://cve.report/qid/159460
http://cve.report/qid/159958
http://cve.report/qid/174590
http://cve.report/qid/181802
http://cve.report/qid/198293

239292 Red Hat Update for python38:3.8 (RHSA-2021:1879)

239307 Red Hat Update for python27:2.7 (RHSA-2021:1761)

239323 Red Hat Update for python3 (RHSA-2021:1633)

239596 Red Hat Update for python3 (RHSA-2021:3366)

240523 Red Hat Update for python (RHSA-2022:5235)

257179 CentOS Security Update for python (CESA-2022:5235)

296059 Oracle Solaris 11.4 Support Repository Update (SRU) 36.0.1.101.2 Missing (CPUJUL2021)

296070 Oracle Solaris 11.4 Support Repository Update (SRU) 28.82.3 Missing (CPUOCT2020)

352287 Amazon Linux Security Update for python27: AL2012-2020-327

352384 Amazon Linux Security Advisory for python3: ALAS2-2021-1670

352385 Amazon Linux Security Advisory for python: ALAS2-2021-1669

356421 Amazon Linux Security Advisory for python3 : ALAS2-2023-2317

376090 IBM Cognos Analytics Multiple Vulnerabilities (6491661)

377245 Alibaba Cloud Linux Security Update for python (ALINUX2-SA-2022:0032)

377387 Alibaba Cloud Linux Security Update for python3 (ALINUX3-SA-2021:0080)

377557 Alibaba Cloud Linux Security Update for python27:2.7 (ALINUX3-SA-2022:0112)

6000046 Debian Security Update for python-urllib3 (DLA 3610-1)

670783 EulerOS Security Update for python-urllib3 (EulerOS-SA-2021-2541)

670807 EulerOS Security Update for python-urllib3 (EulerOS-SA-2021-2565)

670848 EulerOS Security Update for python3 (EulerOS-SA-2020-2419)

750463 OpenSUSE Security Update for python3 (openSUSE-SU-2020:2333-1)

750464 OpenSUSE Security Update for python3 (openSUSE-SU-2020:2332-1)

750581 OpenSUSE Security Update for python (openSUSE-SU-2020:1988-1)

900127 CBL-Mariner Linux Security Update for python3 3.7.7

902956 Common Base Linux Mariner (CBL-Mariner) Security Update for python3 (3520)

940187 AlmaLinux Security Update for python3 (ALSA-2021:1633)

940287 AlmaLinux Security Update for python38:3.8 (ALSA-2021:1879)

940311 AlmaLinux Security Update for python27:2.7 (ALSA-2021:1761)
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960385 Rocky Linux Security Update for python38:3.8 (RLSA-2021:1879)

960420 Rocky Linux Security Update for python27:2.7 (RLSA-2021:1761)
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