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Description url.cpp in libproxy through 0.4.15 is prone to a buffer overflow when PAC is enabled, as demonstrated by a large PAC file tt
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Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
Application Libproxy Project Libproxy All All All All
Operating System Opensuse Leap 15.1 All All All
Operating System Opensuse Leap 15.2 All All All

References

Reference Source Link )
[SECURITY] [DLA 2450-1] libproxy security update MLIST lists.debian.org
[SECURITY] Fedora 33 Update: libproxy-0.4.15-25.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

#968366 - libproxy: CVE-2020-26154: buffer overflow when PAC is enabled - Debian Bug report logs  MISC bugs.debian.org |

Fix buffer overflow when PAC is enabled by lifeibiren - Pull Request #126 - libproxy/libproxy - GitHub ~ MISC github.com

[SECURITY] Fedora 32 Update: libproxy-0.4.15-19.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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[security-announce] openSUSE-SU-2020:1676-1: important: Security update SUSE lists.opensuse.org
[SECURITY] Fedora 33 Update: libproxy-0.4.15-25.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
Debian -- Security Information -- DSA-4800-1 libproxy DEBIAN www.debian.org

[SECURITY] Fedora 32 Update: libproxy-0.4.15-19.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org |

[security-announce] openSUSE-SU-2020:1680-1: important: Security update SUSE lists.opensuse.org
CVE Program record CVE.ORG www.cve.org (
NVD vulnerability detail NVD nvd.nist.gov (
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

296069 Oracle Solaris 11.4 Support Repository Update (SRU) 31.88.5 Missing (CPUJAN2021)
501047 Alpine Linux Security Update for libproxy
501606 Alpine Linux Security Update for libproxy
505013 Alpine Linux Security Update for libproxy

901557 Common Base Linux Mariner (CBL-Mariner) Security Update for libproxy (7271-1)
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