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Summary

CVE CVE-2020-26200

State PUBLIC

Assigner vulnerability@kaspersky.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-26 14:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description A component of Kaspersky custom boot loader allowed loading of untrusted UEFI modules due to insufficient check of their authenticity. This component is incorporated in Kaspersky Rescue Disk (KRD) and was trusted by the Authentication Agent of Full Disk Encryption in Kaspersky Endpoint Security (KES). This issue allowed to bypass the UEFI Secure Boot security feature. An attacker would need physical access to the computer to exploit it. Otherwise, local administrator privileges would be required to modify the boot loader component.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kaspersky Endpoint Security 10 sp2_mr2 All All

Application Kaspersky Endpoint Security 10 sp2_mr3 All All

Application Kaspersky Endpoint Security 11.0.0 All All All

Application Kaspersky Endpoint Security 11.0.1 All All All

Application Kaspersky Endpoint Security 11.1.0 All All All

Application Kaspersky Endpoint Security 10 sp2_mr2 All All

Application Kaspersky Endpoint Security 10 sp2_mr3 All All

Application Kaspersky Endpoint Security 11.0.0 All All All

Application Kaspersky Endpoint Security 11.0.1 All All All

Application Kaspersky Endpoint Security 11.1.0 All All All

Application Kaspersky Rescue Disk All All All All

Application Kaspersky Rescue Disk All All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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