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Summary

CVE CVE-2020-26201

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-10 23:15:00 UTC

Updated 2022-08-06 03:50:00 UTC

Description Askey AP5100W_Dual_SIG_1.01.097 and all prior versions use a weak password at the Operating System (rlx-linux) level. This allows an attacker to gain unauthorized access as an admin or root user to the device Operating System via Telnet or SSH.

Risk And Classification

Problem Types: CWE-521

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Askey Ap5100w - All All All

Operating System Askey Ap5100w Firmware All All All All

Hardware Singtel Askey Ap5100w-d171 - All All All

Hardware Singtel Askey Ap5100w-d171 - All All All

Operating System Singtel Askey Ap5100w-d171 Firmware All All All All

Operating System Singtel Askey Ap5100w-d171 Firmware All All All All

References

Reference

Askey Computer Corp.

Page not found - Askey Computer Corp.

Bolstering security: How I breached a WiFi Mesh access point from close proximity to uncover vulnerabilities | by Keith Tay | CSG @ GovTech | Dec, 2020 | Medium

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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