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Summary

CVE CVE-2020-26212

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-25 17:15:00 UTC

Updated 2020-12-07 21:29:00 UTC

Description GLPI stands for Gestionnaire Libre de Parc Informatique and it is a Free Asset and IT Management Software package, that provides ITIL Service Desk features, licenses tracking and software auditing. In GLPI before version 9.5.3, any authenticated user has read-only permissions to the planning of every other user, even admin ones. Steps to reproduce the behavior: 1. Create a new planning with 'eduardo.mozart' user (from 'IT' group that belongs to 'Super-admin') into it's personal planning at 'Assistance' > 'Planning'. 2. Copy the CalDAV url and use a CalDAV client (e.g. Thunderbird) to sync the planning with the provided URL. 3. Inform the username and password from any valid user (e.g. 'camila' from 'Proativa' group). 4. 'Camila' has read-only access to 'eduardo.mozart' personal planning. The same behavior happens to any group. E.g. 'Camila' has access to 'IT' group planning, even if she doesn't belong to this group and has a 'Self-service' profile permission). This issue is fixed in version 9.5.3. As a workaround, one can remove the `caldav.php` file to block access to CalDAV server.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Glpi-project Glpi All All All All

Application Glpi-project Glpi All All All All

References

Reference Source Link Tags

Merge pull request from GHSA-qmw3-87hr-5wgx · glpi-project/glpi@5272803 · GitHub MISC github.com Patch, Third Party Advisory

Release 9.5.3 · glpi-project/glpi · GitHub MISC github.com Release Notes, Third Party Advisory

Any CalDAV calendars is read-only for every authenticated user · Advisory · glpi-project/glpi · GitHub CONFIRM github.com Exploit, Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

690516 Free Berkeley Software Distribution (FreeBSD) Security Update for glpi (6a467439-3b38-11eb-af2a-080027dbe4b7)
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