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Summary

CVE CVE-2020-26214

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-06 18:15:00 UTC

Updated 2020-11-17 21:08:00 UTC

Description In Alerta before version 8.1.0, users may be able to bypass LDAP authentication if they provide an empty password when Alerta server is configure to use LDAP as the authorization provider. Only deployments where LDAP servers are configured to allow unauthenticated authentication mechanism for anonymous authorization are affected. A fix has been implemented in version 8.1.0 that returns HTTP 401 Unauthorized response for any authentication attempts where the password field is empty. As a workaround LDAP administrators can disallow unauthenticated bind requests by clients.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Alerta Project Alerta All All All All

Application Alerta Project Alerta All All All All

References

Reference Source Link Tags

alerta-server · PyPI MISC pypi.org Third Party Advisory

RFC 4513 - Lightweight Directory Access Protocol (LDAP): Authentication Methods and Security Mechanisms MISC tools.ietf.org Third Party Advisory

Merge pull request #1345 from alerta/fix-ldap-empty-bind · alerta/alerta@2bfa317 · GitHub MISC github.com Patch, Third Party Advisory

Disallow LDAP anonymous bind · Issue #1277 · alerta/alerta · GitHub MISC github.com Third Party Advisory

LDAP authentication bypass with empty password · Advisory · alerta/alerta · GitHub CONFIRM github.com Third Party Advisory

Do not allow LDAP login with empty password by satterly · Pull Request #1345 · alerta/alerta · GitHub MISC github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2020-26214/mitre
https://cve.report/CVE-2020-26214/nist
https://cve.report/CVE-2020-26214/cve_org
https://cve.report/api/cve/CVE-2020-26214.json
https://cve.report/CVE-2020-26214.pdf
http://cve.report/vendor/alerta_project
http://cve.report/software/alerta_project/alerta
http://cve.report/vendor/alerta_project
http://cve.report/software/alerta_project/alerta
https://pypi.org/project/alerta-server/8.1.0/
https://tools.ietf.org/html/rfc4513#section-5.1.2
https://github.com/alerta/alerta/commit/2bfa31779a4c9df2fa68fa4d0c5c909698c5ef65
https://github.com/alerta/alerta/issues/1277
https://github.com/alerta/alerta/security/advisories/GHSA-5hmm-x8q8-w5jh
https://github.com/alerta/alerta/pull/1345
https://www.cve.org/CVERecord?id=CVE-2020-26214
https://nvd.nist.gov/vuln/detail/CVE-2020-26214
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