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XStream before version 1.4.14 is vulnerable to Remote Code Execution.The vulnerability may allow a remote attacker to ru
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apache Activemq 5.154 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 9.0 All All All
Netapp Snapmanager All All All All
Netapp Snapmanager - - All All
Oracle Banking Cash Management 14.2 All All All
Oracle Banking Cash Management 14.3 All All All
Oracle Banking Cash Management 14.5 All All All
Oracle Banking Corporate Lending Process Management 14.2 All All All
Oracle Banking Corporate Lending Process Management 14.3 All All All
Oracle Banking Corporate Lending Process Management 14.5 All All All
Oracle Banking Credit Facilities Process Management 14.2 All All All
Oracle Banking Credit Facilities Process Management 14.3 All All All
Oracle Banking Credit Facilities Process Management 14.5 All All All
Oracle Banking Platform 2.4.0 All All All
Oracle Banking Platform 2.71 All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

174824 SUSE Enterprise Linux Security update for SUSE Manager Server 4.1 (SUSE-SU-2021:0906-1)
198361 Ubuntu Security Notification for XStream vulnerabilities (USN-4943-1)

375337 IBM Spectrum Control Multiple Vulnerability(6415993)

375827 XStream Arbitrary Code Execution And Multiple vulnerabilities

730155 McAfee Web Gateway Multiple Vulnerabilities(WP-3580, WP-3656, WP-3815, WP-3878, WP-3882, WP-3934,WP-3935, WP-
3936, WP-3999)

750401 OpenSUSE Security Update for xstream (openSUSE-SU-2021:0140-1)

980327 Java (maven) Security Update for com.thoughtworks.xstream:xstream (GHSA-mw36-7c6¢c-g492)
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