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Summary

CVE CVE-2020-26244

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-02 20:15:00 UTC

Updated 2020-12-08 02:37:00 UTC

Description Python oic is a Python OpenID Connect implementation. In Python oic before version 1.2.1, there are several related cryptographic issues affecting client implementations that use the library. The issues are: 1) The IdToken signature algorithm was not checked automatically, but only if the expected algorithm was passed in as a kwarg. 2) JWA `none` algorithm was allowed in all flows. 3) oic.consumer.Consumer.parse_authz returns an unverified IdToken. The verification of the token was left to the discretion of the implementator. 4) iat claim was not checked for sanity (i.e. it could be in the future). These issues are patched in version 1.2.1.

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Python Openid Connect Project Python Openid Connect All All All All

Application Python Openid Connect Project Python Openid Connect All All All All

References

Reference Source Link Tags

Client vulnerabilites to replay attack and cipher downgrade · Advisory · OpenIDC/pyoidc · GitHub CONFIRM github.com Third Party Advisory

Merge pull request from GHSA-4fjv-pmhg-3rfg · OpenIDC/pyoidc@62f8d75 · GitHub MISC github.com Patch, Third Party Advisory

oic · PyPI MISC pypi.org Product, Vendor Advisory

Release Security vulnerability fix (CVE-2020-26244) · OpenIDC/pyoidc · GitHub MISC github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

983086 Python (pip) Security Update for oic (GHSA-4fjv-pmhg-3rfg)
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