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Summary

CVE CVE-2020-26248

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-03 21:15:00 UTC

Updated 2022-01-06 14:17:00 UTC

Description In the PrestaShop module "productcomments" before version 4.2.1, an attacker can use a Blind SQL injection to retrieve data or stop the MySQL service. The problem is fixed in 4.2.1 of the module.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Prestashop Productcomments All All All All

Application Prestashop Productcomments All All All All

References

Reference Source Link

prestashop/productcomments - Packagist MISC packagist.org

Merge pull request from GHSA-5v44-7647-xfw9 · PrestaShop/productcomments@7c2033d · GitHub MISC github.com

PrestaShop ProductComments 4.2.0 SQL Injection ≈ Packet Storm MISC packetstormsecurity.com

Blind SQL injection during the CommentGrade process · Advisory · PrestaShop/productcomments · GitHub CONFIRM github.com

Release v4.2.1 · PrestaShop/productcomments · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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