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Summary

CVE CVE-2020-26249

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-09 00:15:00 UTC

Updated 2020-12-10 20:15:00 UTC

Description Red Discord Bot Dashboard is an easy-to-use interactive web dashboard to control your Redbot. In Red Discord Bot before version 0.1.7a an RCE exploit has been discovered. This exploit allows Discord users with specially crafted Server names and Usernames/Nicknames to inject code into the webserver front-end code. By abusing this exploit, it's possible to perform destructive actions and/or access sensitive information. This high severity exploit has been fixed on version 0.1.7a. There are no workarounds, bot owners must upgrade their relevant packages (Dashboard module and Dashboard webserver) in order to patch this issue.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cogboard Red-dashboard 0.1.2 alpha0 All All

Application Cogboard Red-dashboard 0.1.3 alpha0 All All

Application Cogboard Red-dashboard 0.1.4 alpha0 All All

Application Cogboard Red-dashboard 0.1.5 alpha0 All All

Application Cogboard Red-dashboard 0.1.6 alpha0 All All

Application Cogboard Red-dashboard 0.1.2 alpha0 All All

Application Cogboard Red-dashboard 0.1.3 alpha0 All All

Application Cogboard Red-dashboard 0.1.4 alpha0 All All

Application Cogboard Red-dashboard 0.1.5 alpha0 All All

Application Cogboard Red-dashboard 0.1.6 alpha0 All All

References

Reference Source

Fix unformatted HTML · Cog-Creators/Red-Dashboard@99d88b8 · GitHub MISC

Red-Dashboard · PyPI MISC

Remote Code Execution (RCE) Exploit on Cross Site Scripting (XSS) Vulnerability · Advisory · Cog-Creators/Red-Dashboard · GitHub CONFIRM

[UI] Fix SelectPicker not rendering properly · Cog-Creators/Red-Dashboard@a6b9785 · GitHub MISC
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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