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CVE CVE-2020-26262
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-13 19:15:00 UTC

Updated 2023-11-07 03:20:00 UTC

Description Coturn is free open source implementation of TURN and STUN Server. Coturn before version 4.5.2 by default does not allo
| i

Risk And Classification

Problem Types: CWE-682 | CWE-441

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Coturn Project Coturn All All All All

Application Coturn Project Coturn All All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Reference Source Link 1
Merge branch 'advisory-fix-1' CVE-2020-26262 - coturn/coturn@abfe1fd - GitHub MISC github.com F
[SECURITY] Fedora 32 Update: coturn-4.5.2-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
[SECURITY] Fedora 33 Update: coturn-4.5.2-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 33 Update: coturn-4.5.2-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
Loopback bypass by using 0.0.0.0, [::1] or [::] as the peer address - Advisory - coturn/coturn - GitHub ~ CONFIRM  github.com E
[SECURITY] Fedora 32 Update: coturn-4.5.2-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
coturn/Changelog at 57180ab60afcaeb13537e69ae8cb8aefd8f3f546 - coturn/coturn - GitHub MISC github.com F
CVE Program record CVE.ORG www.cve.org c
NVD vulnerability detail NVD nvd.nist.gov 9
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/G54UIUFTEC6RLPOISMB6FUW7456SBZC4/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/G54UIUFTEC6RLPOISMB6FUW7456SBZC4/
https://github.com/coturn/coturn/security/advisories/GHSA-6g6j-r9rf-cm7p
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/M4CJOPAQT43MYAFU3UROGLEXN3Z6RS4H/
https://github.com/coturn/coturn/blob/57180ab60afcaeb13537e69ae8cb8aefd8f3f546/ChangeLog#L48
https://www.cve.org/CVERecord?id=CVE-2020-26262
https://nvd.nist.gov/vuln/detail/CVE-2020-26262

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501539 Alpine Linux Security Update for coturn

504653 Alpine Linux Security Update for coturn
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