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Certain versions of Tensorflow from Google contain the following
vulnerability:

In affected versions of TensorFlow the tf.raw_ops.ImmutableConst
operation returns a constant tensor created from a memory mapped
file which is assumed immutable. However, if the type of the tensor is
not an integral type, the operation crashes the Python interpreter as it
tries to write to the memory area. If the file is too small, TensorFlow

properly returns an error as the memory area has fewer bytes than what is needed for the
tensor it creates. However, as soon as there are enough bytes, the above snippet causes a
segmentation fault. This is because the allocator used to return the buffer data is not marked
as returning an opaque handle since the needed virtual method is not overridden. This is fixed
in versions 1.15.5, 2.0.4, 2.1.3, 2.2.2, 2.3.2, and 2.4.0.

CVSS3 Score: 4.4 - MEDIUM
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CVE-2020-26268 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as MEDIUM

severity.

Affected Vendor/Software:  tensorflow - tensorflow version < 1.15.5

Affected Vendor/Software:  tensorflow - tensorflow version >= 2.0.0, < 2.0.4

Affected Vendor/Software:  tensorflow - tensorflow version >= 2.1.0, < 2.1.3

Affected Vendor/Software:  tensorflow - tensorflow version >= 2.2.0, < 2.2.2

Affected Vendor/Software:  tensorflow - tensorflow version >= 2.3.0, < 2.3.2
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CVSS2 Score: 3.6 - LOW
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Mark
`MemmappedTensorAllocator`
as returning opaque handle. ·
tensorflow/tensorflow@c1e1fc8
· GitHub

Patch

Third Party Advisory

github.com

text/html

 MISC
github.com/tensorflow/tensorflow/commit/c1e1fc899ad5f8c725dcbb6470069890b5060bc7

Write to immutable memory
region · Advisory ·
tensorflow/tensorflow · GitHub

Exploit

Third Party Advisory

github.com

text/html

 CONFIRM github.com/tensorflow/tensorflow/security/advisories/GHSA-hhvc-g5hv-
48c6

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

983226 Python (pip) Security Update for tensorflow-gpu (GHSA-hhvc-g5hv-48c6)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Google Tensorflow All All All All

Application Google Tensorflow All All All All

No vendor comments have been submitted for this CVE
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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