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Summary

CVE CVE-2020-26272

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-28 19:15:00 UTC

Updated 2021-02-04 19:03:00 UTC

Description The Electron framework lets you write cross-platform desktop applications using JavaScript, HTML and CSS. In affected versions of Electron IPC messages sent from the main process to a subframe in the renderer process, through webContents.sendToFrame, event.reply or when using the remote module, can in some cases be delivered to the wrong frame. If your app uses remote, calls webContents.sendToFrame, or calls event.reply in an IPC message handler then it is impacted by this issue. This has been fixed in versions 9.4.0, 10.2.0, 11.1.0, and 12.0.0-beta.9. There are no workarounds for this issue.

Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Electronjs Electron All All All All

Application Electronjs Electron 10.0.0 beta1 All All

Application Electronjs Electron 10.0.0 beta10 All All

Application Electronjs Electron 10.0.0 beta11 All All

Application Electronjs Electron 10.0.0 beta12 All All

Application Electronjs Electron 10.0.0 beta13 All All

Application Electronjs Electron 10.0.0 beta14 All All

Application Electronjs Electron 10.0.0 beta15 All All

Application Electronjs Electron 10.0.0 beta17 All All

Application Electronjs Electron 10.0.0 beta19 All All

Application Electronjs Electron 10.0.0 beta2 All All

Application Electronjs Electron 10.0.0 beta20 All All

Application Electronjs Electron 10.0.0 beta21 All All

Application Electronjs Electron 10.0.0 beta23 All All

Application Electronjs Electron 10.0.0 beta24 All All

Application Electronjs Electron 10.0.0 beta25 All All

Application Electronjs Electron 10.0.0 beta3 All All
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Application Electronjs Electron 10.0.0 beta3 All All

Application Electronjs Electron 10.0.0 beta4 All All

Application Electronjs Electron 10.0.0 beta5 All All

Application Electronjs Electron 10.0.0 beta6 All All

Application Electronjs Electron 10.0.0 beta7 All All

Application Electronjs Electron 10.0.0 beta8 All All

Application Electronjs Electron 10.0.0 beta9 All All

Application Electronjs Electron 11.0.0 beta1 All All

Application Electronjs Electron 11.0.0 beta10 All All

Application Electronjs Electron 11.0.0 beta11 All All

Application Electronjs Electron 11.0.0 beta12 All All

Application Electronjs Electron 11.0.0 beta13 All All

Application Electronjs Electron 11.0.0 beta14 All All

Application Electronjs Electron 11.0.0 beta15 All All

Application Electronjs Electron 11.0.0 beta16 All All

Application Electronjs Electron 11.0.0 beta17 All All

Application Electronjs Electron 11.0.0 beta18 All All

Application Electronjs Electron 11.0.0 beta19 All All

Application Electronjs Electron 11.0.0 beta20 All All

Application Electronjs Electron 11.0.0 beta21 All All

Application Electronjs Electron 11.0.0 beta22 All All

Application Electronjs Electron 11.0.0 beta23 All All

Application Electronjs Electron 11.0.0 beta3 All All

Application Electronjs Electron 11.0.0 beta4 All All

Application Electronjs Electron 11.0.0 beta5 All All

Application Electronjs Electron 11.0.0 beta6 All All

Application Electronjs Electron 11.0.0 beta7 All All

Application Electronjs Electron 11.0.0 beta8 All All

Application Electronjs Electron 11.0.0 beta9 All All

Application Electronjs Electron 12.0.0 beta1 All All

Application Electronjs Electron 12.0.0 beta3 All All

Application Electronjs Electron 12.0.0 beta4 All All

Application Electronjs Electron 12.0.0 beta5 All All

Application Electronjs Electron 12.0.0 beta6 All All

Application Electronjs Electron 12.0.0 beta7 All All

Application Electronjs Electron 12.0.0 beta8 All All

http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron
http://cve.report/vendor/electronjs
http://cve.report/software/electronjs/electron


Application Electronjs Electron 12.0.0 beta9 All All

Application Electronjs Electron 9.0.0 beta1 All All

Application Electronjs Electron 9.0.0 beta10 All All

Application Electronjs Electron 9.0.0 beta11 All All

Application Electronjs Electron 9.0.0 beta12 All All

Application Electronjs Electron 9.0.0 beta13 All All

Application Electronjs Electron 9.0.0 beta14 All All

Application Electronjs Electron 9.0.0 beta15 All All

Application Electronjs Electron 9.0.0 beta16 All All

Application Electronjs Electron 9.0.0 beta17 All All

Application Electronjs Electron 9.0.0 beta18 All All

Application Electronjs Electron 9.0.0 beta19 All All

Application Electronjs Electron 9.0.0 beta2 All All

Application Electronjs Electron 9.0.0 beta20 All All

Application Electronjs Electron 9.0.0 beta21 All All

Application Electronjs Electron 9.0.0 beta22 All All

Application Electronjs Electron 9.0.0 beta23 All All

Application Electronjs Electron 9.0.0 beta24 All All

Application Electronjs Electron 9.0.0 beta3 All All

Application Electronjs Electron 9.0.0 beta4 All All

Application Electronjs Electron 9.0.0 beta5 All All

Application Electronjs Electron 9.0.0 beta6 All All

Application Electronjs Electron 9.0.0 beta7 All All

Application Electronjs Electron 9.0.0 beta8 All All

Application Electronjs Electron 9.0.0 beta9 All All

Application Electronjs Electron All All All All

Application Electronjs Electron 10.0.0 beta1 All All

Application Electronjs Electron 10.0.0 beta10 All All

Application Electronjs Electron 10.0.0 beta11 All All

Application Electronjs Electron 10.0.0 beta12 All All

Application Electronjs Electron 10.0.0 beta13 All All

Application Electronjs Electron 10.0.0 beta14 All All

Application Electronjs Electron 10.0.0 beta15 All All

Application Electronjs Electron 10.0.0 beta17 All All

Application Electronjs Electron 10.0.0 beta19 All All

Application Electronjs Electron 10.0.0 beta2 All All
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Application Electronjs Electron 10.0.0 beta2 All All

Application Electronjs Electron 10.0.0 beta20 All All

Application Electronjs Electron 10.0.0 beta21 All All

Application Electronjs Electron 10.0.0 beta23 All All

Application Electronjs Electron 10.0.0 beta24 All All

Application Electronjs Electron 10.0.0 beta25 All All

Application Electronjs Electron 10.0.0 beta3 All All

Application Electronjs Electron 10.0.0 beta4 All All

Application Electronjs Electron 10.0.0 beta5 All All

Application Electronjs Electron 10.0.0 beta6 All All

Application Electronjs Electron 10.0.0 beta7 All All

Application Electronjs Electron 10.0.0 beta8 All All

Application Electronjs Electron 10.0.0 beta9 All All

Application Electronjs Electron 11.0.0 beta1 All All

Application Electronjs Electron 11.0.0 beta10 All All

Application Electronjs Electron 11.0.0 beta11 All All

Application Electronjs Electron 11.0.0 beta12 All All

Application Electronjs Electron 11.0.0 beta13 All All

Application Electronjs Electron 11.0.0 beta14 All All

Application Electronjs Electron 11.0.0 beta15 All All

Application Electronjs Electron 11.0.0 beta16 All All

Application Electronjs Electron 11.0.0 beta17 All All

Application Electronjs Electron 11.0.0 beta18 All All

Application Electronjs Electron 11.0.0 beta19 All All

Application Electronjs Electron 11.0.0 beta20 All All

Application Electronjs Electron 11.0.0 beta21 All All

Application Electronjs Electron 11.0.0 beta22 All All

Application Electronjs Electron 11.0.0 beta23 All All

Application Electronjs Electron 11.0.0 beta3 All All

Application Electronjs Electron 11.0.0 beta4 All All

Application Electronjs Electron 11.0.0 beta5 All All

Application Electronjs Electron 11.0.0 beta6 All All

Application Electronjs Electron 11.0.0 beta7 All All

Application Electronjs Electron 11.0.0 beta8 All All

Application Electronjs Electron 11.0.0 beta9 All All

Application Electronjs Electron 12.0.0 beta1 All All
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Application Electronjs Electron 12.0.0 beta3 All All

Application Electronjs Electron 12.0.0 beta4 All All

Application Electronjs Electron 12.0.0 beta5 All All

Application Electronjs Electron 12.0.0 beta6 All All

Application Electronjs Electron 12.0.0 beta7 All All

Application Electronjs Electron 12.0.0 beta8 All All

Application Electronjs Electron 12.0.0 beta9 All All

Application Electronjs Electron 9.0.0 beta1 All All

Application Electronjs Electron 9.0.0 beta10 All All

Application Electronjs Electron 9.0.0 beta11 All All

Application Electronjs Electron 9.0.0 beta12 All All

Application Electronjs Electron 9.0.0 beta13 All All

Application Electronjs Electron 9.0.0 beta14 All All

Application Electronjs Electron 9.0.0 beta15 All All

Application Electronjs Electron 9.0.0 beta16 All All

Application Electronjs Electron 9.0.0 beta17 All All

Application Electronjs Electron 9.0.0 beta18 All All

Application Electronjs Electron 9.0.0 beta19 All All

Application Electronjs Electron 9.0.0 beta2 All All

Application Electronjs Electron 9.0.0 beta20 All All

Application Electronjs Electron 9.0.0 beta21 All All

Application Electronjs Electron 9.0.0 beta22 All All

Application Electronjs Electron 9.0.0 beta23 All All

Application Electronjs Electron 9.0.0 beta24 All All

Application Electronjs Electron 9.0.0 beta3 All All

Application Electronjs Electron 9.0.0 beta4 All All

Application Electronjs Electron 9.0.0 beta5 All All

Application Electronjs Electron 9.0.0 beta6 All All

Application Electronjs Electron 9.0.0 beta7 All All

Application Electronjs Electron 9.0.0 beta8 All All

Application Electronjs Electron 9.0.0 beta9 All All

References
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fix: restrict sendToFrame to same-process frames by default by nornagon · Pull Request #26875 · electron/electron · GitHub MISC github.com
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fix: restrict sendToFrame to same-process frames by default by nornagon · Pull Request #26875 · electron/electron · GitHub MISC github.com

fix: restrict sendToFrame to same-process frames by default (#26875) · electron/electron@07a1c2a · GitHub MISC github.com

Release electron v9.4.0 · electron/electron · GitHub MISC github.com

ID collision when routing IPC messages to renderers containing OOPIFs · Advisory · electron/electron · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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