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Summary

CVE CVE-2020-26273

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-16 02:15:00 UTC

Updated 2020-12-18 15:59:00 UTC

Description osquery is a SQL powered operating system instrumentation, monitoring, and analytics framework. In osquery before version 4.6.0, by using sqlite's ATTACH verb, someone with administrative access to osquery can cause reads and writes to arbitrary sqlite databases on disk. This _does_ allow arbitrary files to be created, but they will be sqlite databases. It does not appear to allow existing non-sqlite files to be overwritten. This has been patched in osquery 4.6.0. There are several mitigating factors and possible workarounds. In some deployments, the people with access to these interfaces may be considered administrators. In some deployments, configuration is managed by a central tool. This tool can filter for the `ATTACH` keyword. osquery can be run as non-root user. Because this also limits the desired access levels, this requires deployment specific testing and configuration.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linuxfoundation Osquery All All All All

Application Linuxfoundation Osquery All All All All

References

Reference Source Link Tags

sqlite ATTACH allows some filesystem access · Advisory · osquery/osquery · GitHub CONFIRM github.com Exploit, Third Party Advisory

Release 4.6.0 · osquery/osquery · GitHub MISC github.com Release Notes, Third Party Advisory

PayloadsAllTheThings/SQLite Injection.md at master · swisskyrepo/PayloadsAllTheThings · GitHub MISC github.com Exploit, Third Party Advisory

Merge pull request from GHSA-4g56-2482-x7q8 · osquery/osquery@c3f9a3d · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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