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Summary

CVE CVE-2020-26274

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-16 20:15:00 UTC

Updated 2020-12-18 14:04:00 UTC

Description In systeminformation (npm package) before version 4.31.1 there is a command injection vulnerability. The problem was fixed in version 4.31.1 with a shell string sanitation fix.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Systeminformation Systeminformation All All All All

Application Systeminformation Systeminformation All All All All

References

Reference Source Link Tags

inetLatency() command injection vulnaribility fix · sebhildebrandt/systeminformation@1faadcb · GitHub MISC github.com Patch, Third Party Advisory

Command Injection Vulnerability · Advisory · sebhildebrandt/systeminformation · GitHub CONFIRM github.com Third Party Advisory

systeminformation - npm MISC www.npmjs.com Product, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

983245 Nodejs (npm) Security Update for systeminformation (GHSA-m57p-p67h-mq74)
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http://cve.report/software/systeminformation/systeminformation
https://github.com/sebhildebrandt/systeminformation/commit/1faadcbf68f1b1fdd5eb2054f68fc932be32ac99
https://github.com/sebhildebrandt/systeminformation/security/advisories/GHSA-m57p-p67h-mq74
https://www.npmjs.com/package/systeminformation
https://www.cve.org/CVERecord?id=CVE-2020-26274
https://nvd.nist.gov/vuln/detail/CVE-2020-26274
http://cve.report/qid/983245
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