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CVE CVE-2020-26298
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-11 19:15:00 UTC
Updated 2023-11-07 03:20:00 UTC
Description Redcarpet is a Ruby library for Markdown processing. In Redcarpet before version 3.5.1, there is an injection vulnerability v
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Risk And Classification

Problem Types: CWE-79 | CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Redcarpet Project Redcarpet All All All All
Application Redcarpet Project Redcarpet All All All All

References
Reference Source Link
[SECURITY] Fedora 37 Update: rubygem-redcarpet-3.3.2-26.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproje:
[SECURITY] Fedora 36 Update: rubygem-redcarpet-3.3.2-26.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproje:
Injection/XSS in Redcarpet - CVE-2020-26298 - GitHub Advisory Database - GitHub CONFIRM  github.com

[SECURITY] Fedora 37 Update: rubygem-redcarpet-3.3.2-26.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproje:

[SECURITY] Fedora 36 Update: rubygem-redcarpet-3.3.2-26.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproje

redcarpet | RubyGems.org | your community gem host MISC rubygems.org
Fix a security issue using “:quote” with “:escape_html" - vmg/redcarpet@a699c¢82 - GitHub MISC github.com
Debian -- Security Information -- DSA-4831-1 ruby-redcarpet DEBIAN www.debian.org
redcarpet/CHANGELOG.md at master - vmg/redcarpet - GitHub MISC github.com

[SECURITY] Fedora 38 Update: rubygem-redcarpet-3.3.2-26.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproje:
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/BFMYDIONVWATY7EB6EARDVXT47AYCRNM/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/FNO4ZZUPGAEUXKQL4G2HRIH7CUZKPCT6/
https://github.com/advisories/GHSA-q3wr-qw3g-3p4h
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/BFMYDIONVWATY7EB6EARDVXT47AYCRNM/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/FNO4ZZUPGAEUXKQL4G2HRIH7CUZKPCT6/
https://rubygems.org/gems/redcarpet
https://github.com/vmg/redcarpet/commit/a699c82292b17c8e6a62e1914d5eccc252272793
https://www.debian.org/security/2021/dsa-4831
https://github.com/vmg/redcarpet/blob/master/CHANGELOG.md#version-351-security
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/PXNNWHHAPREDM3XJDACYRTK7DBMUONBI/

[SECURITY] Fedora 38 Update: rubygem-redcarpet-3.3.2-26.fc38 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproje

[SECURITY] [DLA 2526-1] ruby-redcarpet security update MLIST lists.debian.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

283963 Fedora Security Update for rubygem (FEDORA-2023-597f13ffb9)
283964 Fedora Security Update for rubygem (FEDORA-2023-8682a0e17d)

284156 Fedora Security Update for rubygem (FEDORA-2023-44daa9c1d4)
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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